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(54) [Title of the Invention] Fraud detection using 
predictive modeling 



(57) [Abstract] An 

automated system and method 
for detecting transaction 
fraud using a predictive 
model such as a neural 
network to estimate 

individual customer 
accounts and identify 

likelihood of transaction 
fraud on the basis of 
relationships learned from 
among known variables . The 
system also outputs reason 
codes containing the 

contributions of the 

various variables related 
to a particular result. The 
system periodically 
monitors its performance 
and redevelops the model 
when its performance drops 
below a predetermined 
level . 




CLAIMS 



What is claimed is: 

1. A computer -executed process for detecting 
transaction fraud on a customer account, comprising the 
steps of: 

developing a. predictive model from past 
transaction data; 

storing said predictive model in a computer- 
related medium; 

obtaining current transaction data; 

obtaining customer data; and 

generating a signal indicating the likelihood of 
fraud in response to application of said current 
transaction data and said customer data to the stored 
predictive model. 



2, The computer-executed process as claimed, in claim 
1, wherein said step of obtaining customer data 
comprises a. step of accessing a database containing 
general customer data and a database containing 
customer transaction pattern data. 



customer data each comprise a plurality of elements, 

" irt cr ono rg -tr --^-p- - r =a ^ - =3 "> 
r iLif- t t _ ^ i < >. x m i i i a j c _u u , > i <-r ial a : 

as'c^c r a ro t htiui of r ii ir r t -> c 
determined likelihood of fraud; 

assessing a reason code value rrom the 

r.nrr o, t or" a-^d ^o ^h^ J^^ir i^- 1 "I i ^ n Vo'^c 



- j a <^gn- 1 



l f rurtner comprising nne stens ot ; 

ri t ie d---ru -r- k lih— 3 'ni - tr 

a current threshold; and 

1 a i l tl ng i r ^ j r 1 r 1 

] i ^ ru h ^ t nl <- <^<-~* r i J -rf 

threshoia . 



T l. ^on_n __-c ^ca.tj oro-X^s 
I, ~ rt jnp i ig - i<- t<- ^t 

clii_ c .3^.(1 lC-C- ti nd liv 
i ^^rt^ U —^hM 1 ail 

generating anocher signal indicating tne 

1 1 <~ Tor ^ f -u 3 r 1 r 5^ o S " - ^ Crpll^-T^ st r 

i. n re t "ri a t u t ^t^ nrr <^ (. ^ t jn<- r -t - t i 
nL. er _ti_iL.^ prev__t-^ _ iiolc^ l^jou. to tic 

It o ore <~f ga f - u 3 ;xcrc r ro 3 cas- = rc 




8, The computer-executed process as claimed in claim 



irtner comprising' cne steps or : 

monitoring a performance metric of the predictive 



comparing said performance metric 
predetermined performance level ; and 



and storing a new predictive model from 
n data in response to said predetermined 
el exceeding said performance metric. 



9, The computer-executed process as claimed in cl 
8, wherein said performance metric comprises: 



a fraud detection rate 
a false response rate measure 



10. The computer-executed process as claimed in claim 
1, wherein said predictive model is a neural network, 



I ] ii — x ] i lira .in 

1 h- ^-i i 1 t r i t (- lie ctive 

comprises the subs reps of: 



data, and 

fraud-related variables; and 

i. id. deduced 

lated variables . 



iid u ^ l ii u pr di 

b- i ^-tat (- m 1 -i 



applying input da- 



suit of said ordering step. 



\? r h i <^ p^li t f- 1^1 t ~ ^ 

elements, each processing element comprising: 
a plurality of inputs; 

a plurality of weights related, to correspon 



mbining said weighted inputs; an 

function for processing said c< 
o generate an output. 



] I )c- if rpi f- ^-c t-i -> ~ - <- i. - i r an 

1j _i i _r o tfj A a^ j 1 xng f^ial _ n _ [ hp 

moaex comprises the suosteps of: 



,.1 _ 1 ui 



15. The computer-executed process as claimed in claim 
] , =id s o t o o^ -:l:r:nr = oc t -1 so ct 

. fl- -iji t ) i - <=- pi t. ipr„ (- <-j. i ^ 

applying ana minimizing a cost function containing an 
i iter a f- i. a n t j tl -t - ^ ~ ~ i at- r 

response to the location of a weight within said 
network. 
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t ji is represented by the 



(target* - output, f + gl\ (c,w, 2 - — — ) 
m 1 + Iw.j 

here : 

D expresses a data set; 

target k expresses a target value for an element k of the 
data set; 

output^ expresses a network output for the element k of 
the data set; 

g expresses the interlayer gain multiplier; 

1 expresses a relative importance of a complexity term; 

w expresses a weight set; 

wi expresses a. value of a weight i; and 

c expresses a constant, 

l~ omit --x-cit-i kc c i-t-ct g 

r a i i 1 _ jl _i u t c i t. j rifi if t. 1 f t. f i lor _ jg 1 i ~ 
steps of: 

obtaining past transaction data; 

pre-processing said past transaction data to 
deduce past fraud-related variables; 

training a. predictive model using sard deduced 
past fraud-related variables; 

storing said predictive model in a. computer- 
related medium; 

obtaining current transaction data; 



2<S 
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d__j-__ ^ ci-_.cn.. I_._iacl~rc_.iLCL 3_iJ lc j, 



ootamma customer aata; 

ir--> -ic "-mi = d l t ~i] n r=1-= a"" 3" 3 C "r 
i. i -trier f nu at h i ~ , — ri 1 

or-r at r t = " r ra " rc^xr c to c ] ov -it 
"-tar ii-- p ^n - t a jo -^i n jf a r <. i: rt. t a ' 
ic_ itt- y _±i lc' nl a_.f f i n<-L i_ ai r-_.at 
variables to the stored said predictive model. 



18. The computer-executed process as claimed in claim 
17 in which said past fraud-related variables and said 
current fraud-related variables each comprise at least: 

a factor obtained from data that refers to 
transaction dollar amounts pertaining to a fraud; 

a factor obtained from data that refers to 
transaction dates and times pertaining to a fraud; 

a factor obtained from data that refers to 
transaction approve and decline pertaining to a fraud; 
and 

a factor obtained from data that refers to a risk 
group pertaining to a fraud. 



19. The computer-executed process as claimed in claim 
11 f wherein said past fraud-related variables and said 
current fraud-related variables comprise at least: 

a factor obtained from data that refers to a 
customer pertaining to a fraud; and 

a factor obtained from data that refers to a 
merchant pertaining to a fraud. 
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2U T <- jiui ^_ -/"-t. J ^ 1 j - 1 ill 1 - ^ _ in 

i , lu__hci cjni^i^iij Lhc L^>^ o_ f I h lbs _ l_ 

d: r i c sa ^ c not f :k- ] =an ao c =3 ^ 

Lr- l e u i-r _i i r^ 1 ^ 1 _i i 1^ 

as-c c r = cr-ti Iri t =3 at - - ro'Mtc ti 

it- l- 1 u if- li<cli if „ i^ il o-i - r^it 
code value; 

l< (- < _i it-d m f L m v i n j I _a i 

i> iL_^ _^ c.ii Jn d^.nn^^ liv___ lOi o, 

o_ L-i j a s^gn_l _ L-nj :a_^ AC 



The computer-executed process as claimed in claim 
wherein the predictive model is a neural network. 



l rr L -rxr u c 1 j 
pd t ~ 1-1 t , - 1 

for predicting results on the be 

characteristics comprising the iterati 



for training' a 
te r ■-<-' - 1 n<^ i r 



input da 



)del; 



3 1 r r-- 1 - j ir - t j a 



urement of qualit 



operation of sal 
ordering step. 



23. A computer-executed process for training a n< 
nt r\ t ^ ^d r ~- c\ ru-K at ^ r^d: n 

\ i (- 1 i. t ---.m n h^- ^u r ^ 

characteristics which comprises a plurality 



a plurality of inputs; 

=3 rlu 1 1 - v -it i -1 j r -1 1 1 1 nr^ ;r-- 

1 lO it r P>l ^ X ig t ff _I ^.u , 

n a" fx r ih n i] a r e ob-^d ni r , a"f 

a 1 j_ i i-. t _ u i . yir f- _i ±1 aii, 

t t ! n t ^ "p ixr=it =u iifrir, 



r r 1 t -il t t ; eri "3 ] i - ~x ] ^ t ^ 

measurement of qualicv; ana 

a-i t r -T- i-na "ft V 

response to a resale of the ordering seep. 



24. The computer-executed process as claimed in claim 
23, wherein the step of adjusting operation of the 
neural network comprises the substeps of: 

selecting a subset of the weights to be decayed; 

and 

decaying said selected subset of weights . 



"~iim J -" -A^r ]- >- i r <- ] r^" ""u 

b— 1 i 1 1 ^ f- -i r ^] t K i " t ] ^ ~t 

LI r ^1 H 1 r J'V C "X1£L_ ^p fr 

^1 ;1 "r ^ n i n - i o a " t - n t r^t=i r r i 

r pi_ ^ 1 ~) 1 1^. aL^i "if i L »_i i _i i_ 

net.X'/ork . 



26. The computer-executed process as claimed in claim 
25, wherein the cost function is represented by the 
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Here : 

D expresses a data set; 

target*, expresses a target value for an element k of the 
data set; 

output*, expresses a network output for the element k of 
the data set; 

g expresses the inter. layer gain multiplier; 

1 expresses the relative importance of a complexity 
term; 

w expresses a weight set; 

wi expresses a value of a weight i; and 

c-i expresses a. constant, 



27. A system for detecting transaction rra.ua on a 
customer account, comprising: 

=3 iic -vet vc noc\c" ti rxtcnrur t " -c" hood of 
t; r an s a c 1 i o n 1 r auci ; 

; =i c t - aiHrt'O' ]',^a - rput ims to rotr '■-r 
past transaction data; 

=3 rooc" ooncn- -c n = ^ 1 1 rout c nir^-t crpp >o to 

'.v rii/^ 1 ^u -tan ^g c e [i^ut w 
.ko^_ 1 >r .iPtPLtuiur j i„o likeli k -\i jI a i\, t uirin 
fraud; 

past transaction data input means for obtaining 
past transaction data; 
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a \ a.A Ir J ^.?ri c... p_e j fv c v/ s i .or ej^i „_i,o 

£a _ -Lci^c-rc^tci. "..:itbi.v ir ji bald pa-jf .ri^sad ji 

data; 

a model development constituent element coupled to 
t ic fi r iict c ro r c -'n "ia o ^ ^ i ct c nor c 

from said past fraud-related variables; 

=3 st or =3 c e ^ f<~ —^n ij 3ai r k 1 ct c 
model; 

current transaction data input means for obtaining 

t. uif ll^i r n 1 i i r^^ai 1 ±1 r i i I „ a r 

=3 -U 3 it t Cm=—"3^T r=t= OrC-0 0~T " ^ Tl 

le i ^ i --n- t - i ] i e -ite -1 1 - -j r h 

cure L Lri s.d ,n d. _ ml ^acli ^ sa_v if 

1 f- ^t~(. - le t^ a r i ^ li *~ i ^- t\ f , 

customer data input means for obtaining customer 

data; 

a viti i^c-iia^j or io_ k.i~ _ 

c is" oner t^u-k at e =ir at c ^ - on sa r c i3toncr 

1-it-i a i. n t -ilritri^ t-^-n <^r a j <-<- 

^ _^±1 pc lica e i ^de^ ^r^n j.ud pjj„ aa ujcL-l 
data; 

a _ ij^ a _ „or __^r±a _^±1 Lua Cl 

predictive model; 

c rrci L ta ...a^ da^a ±a£ a„ ujij _^r La_ ac 
r irud tia^ = -t ^n 3 = J ~ = =nd 'ulrr - =3 ^ c ci t 
ra i i 1 _ a r ul oif- _ - i W, 

dn 3 = ta oi t i^^ti3 -"or obtaining c stone 
data and sending said customer data to said predictive 

H ' 1- t 1^- f; (^r U ^ll [iM it r„ nf ^ 

^r ^ic.un [ i jn.i _ ^. - — 1 v_n^. _ to lxkclxu^d of 
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5 m (- s <- i a >.l xi<-i _i >. 1 x i _ f h-r'-x l _r 
v^rrni t ^ t <~ men v. ipr ""a I 

un =3 t t ^ (_ r ^ ^ x ^ r ^ =3 t u 

„ite, ^ 11- ii t t i< i i ^ i i n li i 



29. The system as claimed in claim 27, wherein the 
predictive model comprises a neural network. 



"0. a v,Mttn ^ r i de-e-f - - a tr-i"^cf 'in f " r -r" 

dC.j„"L jc^oi.ciiij _c a tout-, .ci £ _ x sxncj : 

a. preaxctxve model; ana 

a~ A cljv'__c cl ^ -to to -ax 1 prjd_-l~"t nocc 

~ci crc =cinq =3 rml - ^pm" to 1 ikr ] nr id of 
said fraud. 



v i. Ti j iyi. ji cs ....Lit 1 m~xr 
prod t"»> nor c 1 Tipr-^ =3 r> u =, ] nc 



[D^mil^-I >,'"-of ^n of tde -,<-'t or " 

,-03j-?zrz?E:jCE this z^liux— cn re^tz? t- ^ d 

] [0\ 0 si', PLKDP ] [V- HO >-L la 

Tne suciect matter ox trus applxcat xon xs rexatea 
-1 ^ n suo^r- la'-rr m pc Td 'o U . " . -=3tr-t 
A} oi„..ai -or I\ . i ''014,1/3 "^ur^i A 'wt»"i_k 4 iv. \; 
Expert System Fanctxonaxxty" by Curt A. Levey fxxea 
'HHi'.vr '.0, 13 r 'l, tit- 1^'- r o' ite-t^ r whvli a-^ 

xncorporatea herein oy reference. 

^C/C '0 si]' < e IHP [>\ - L 0\ 

1. Tec, "..ca- F^md cl . . - li."t"t-ji 

of fraudulent use of customer accounts and account 
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mi <.!<"], f tile, t 

oicn i-L^oic, jl [k_c j^ac ilii.., i__^L_s 
a it^n^c -r =3 ^ r ctc t oi s^ctcn = i o nc t-lr "^o ttat, 

i p^.- in. x e i i^-f p^i-f m i l. i ei I'-ta _ 
ci i_ z^^^c^ L-oi in ^.id.r Lo _ o^ctc L_ v. _i^ i _> 
-u k- ] 1 - -i 

- i^^i^ol n oi Ji, -^lat-^ "_L 



1±:l^ :„oi io_ lilu^u.i _ ^_ fkUv. a, L _ 

t^ci^ o c arr -> r-ipt^ di ~c i3~c- ^ t 

pe<- li.H d-P u 1 1^ 1 i <. t 1 t d t Jll-^ 

ac_^ t: j ic a j _ iar ^ar 1_ , o.i jj^jiiLCv ^c^_^ 
] (- —-\ <- — r t 1 ^^1^]. k e i. ^ i" 

i i f t rwi cir " =3 c ^n^Tt r^a \ at" omtc 
t n t ^ In- - h j 1 i n y ^ i. t jn— - 

account immediately upon receipt of a report that the 
r =ir ] "a: h^-n l-3t r c^-l-n [T -! t-r^ ' " rir- t 
i ]- mat u ^ ie t t f ^ i: <- 1 n a r-« 

account and a new card is issued. This procedure is 
3^-^ct c i Imtnr tt f -uiil^Tt c i^~t or 

reported to the issuer. 

However, in many instances the cardholder is 
i:j"ciad ..u iraulul^t use c ad, „LCud_^.y, l.Lcl 

there 13 n ^ % -^p "^"t f-d-^ ^ the "-^u^" 1 -, he-e - -, a 

p^-^O.-.l y c U t l„0 pel ^tl.JeC _i t ^e Ll.itl l«: 

is ir-/*=, c that -if d h=,- ore Irs- a = tr r-, - r as 
a 'e^ul- rt 't^e- t^di^C'V Vlc^ - "- tt & na ' " ta c *"u ' ^- of 
a cc^..L^ilc^L c„: 1, i:rc..rl i_:i.o, „n !li ^— ^" ^_cud, 
or " > om =3r ") c\~i rt> "rp'in =3 c rp Iryr^, ]n a " 
. le^e M^S u<- „i'U'.L J .p.,f ..^e Jay rMtK' a eC 
jiLi~ ijc.i ,i.ic ^.5 t^_ CdLU"t_uC- "il^C'.s a~ ji_ai_~_ai 
-^i a ^ ~\'-t - or o-- t'VM ue"'t ro^t^ y ^t-iteriert arr" ^^-c^-, 

Jctcct r <- r- i a ,r, r3 c itt 11 ^qir^Kad if-rta y 

rj^f t-rd, - vhir ] -he -,<^ r] a n, - idt - vi o 
transaction as invalid, is also possible. 
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Issuers of credit cards have sought to limit loss 
L.ul L u aLt-n L.a _ ^o Ic^c i_3ndni. i. i _ , jc„o_c 
the cardholder has reported a lost or stolen card. A 
icorf- f- f t_ ~ / ipi<- let r 1 I i i ) ir in^l ^r 

anl, _ T _ Od.ai.L_ .n.l^i. .rail d_c_L.oi ii.LIol 
i Y ^ i - ] v- 1^ i c - t tm nuit^i t " 

database fields coupled using a simple Boolean 
r ~> ] t o i c/ = no ^ ro t oi t i:rcr- cat o 

oexow : 

'r- r r- ftiuro^i -it tr=3 sact ->r n /I r irs ) arr 

-i ar lit ii^-ate"- t ar v < ^ r --a 

_uU. 1 .;tct i _hi._ jclo t _s l.-jg^d jj u.^ r_> 

ai ai vt- ai - <-i i i 1^ x -n 1 v a t ^t 

satisfy either a required detection rate or a required 
false oosilivg rate. In a .Hypothetical exa.rrroxe, 
1 at ali^-t^-l: a 1~ it ~1 -It - 0 ^ ^ -1 ~ t i 

uncover 20% of frauds at a false positive rate of 
"0 ,1c r-rars^cr = i ^ > = o =i o \ = ^nnn 
able to uncover 8% of frauds at a false positive rate 

While the rules provided by parameter analysis are 

restricted to combinations of Boolean calculations 

<e y , - ] \, ) tr-t a -i a i. t] n i , e 

ii xa j_e , 1 e , ar <- <- i iij _en-i 1 a 1 i i i i ~ 
nianao-eruenr: s vs rem . 

T <=- r ^ p il met el L l_v _ ii- el^ j, 

testing of single variables by which fraudulent 

Tv. ~ai j _jL iL, u 1^ a ij„c- a..3b_. ^ar _ 

comparisons a.re usea and. accordingly. conroiex 
interactions between variables cannot be ascertained. 
This limitation reduces the potential of the system to 
h t. r n -f<- let f-^i -ra i -rf at t -\ ^ \ \ r f-\ 
account conduct and results in low detection rates and 
nxgn r a.xse-Dos it ive raxes. 



effective fraud detection 
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~}<- <-\ a 1 e \ f- v sn w j ^ '-hi ) e i'- t ~\ 

i arancLcr ju^ _ j_ :Lcn: lj h_ ndl^ rnr. i.iiili., 
I richer =]=]^--i- -^'tfir rcr 3 "u^o c t \ 

=3lt^!Latf^ O ^l^Kr r- t C C C^^l" "13 

Ti lal <- 1 1, ii ii tie , ten _ l tie" 1 - _ o 
transactions and isolating those transactions for which 
- ](-x (- i a t k er -h-*- f] <- i ia re t^-i lul^rr -it 

1 1_A , 1 l 111 11 11 O l 1 -i, if ^ _ ^ 

positive rate, is able to uncover a. relatively high 
pifirt u t" ^ih It h i n i ^ ^ t, tt-n -> t 

Ii raa^ _ ,bi, Lj a a i_ _k i uil _ ji 

i Tf:r ^for rrci t = a ~d 1 ^ s, =3 i ] - t~ il { o^sr s =3 " ct ->r 
by which the fundamental system model thereof can be 
redeveloped in new patterns for ascertaining fraudulent 
activity. 



SUMMARY OF THE INVENTION 

The present invention, which uses a predictive 
model such as a neural network to estimate individual 
customer accounts and identify likelihood of 
transaction fraud based on learned relationships among 
< r _ i , iP i i i x t e 1 i 

method for detecting fraudulent transactions. These 
relationships enable the system to estimate the 
probability of fraud for each transaction. This 
probability is either provided as output to a human 
lei ii V- le \(- t t - m|t - h -it 

i, 11 ) ) ill x r £ r 1 ul r 

amount, a signal is sent to the issuer. The system also 
outputs reason codes chat indicate the contributions of 
various factors related to a particular result. 
Finally, the system periodically monitors its 
performance and redevelops the model when performance 
drops below a predetermined level. 



BRIEF DESCRIPTION OF THE DRAWINGS 



n Liai 



j. r t i r f i ^ti, 



< * -it r t t ^ e t 

t i xi pi i i e-i_a 



rlt - _ n ^ w _e i i l a t _ n nil r<- 

tnat terras part or a. typical 



[f r r- n -^x^ r ; t.f n r rf r r - 1 ^ i - ku 

present invention; 

] ) npl- ft n n 1 ■"<-<- Kn - ■~<-~r t at 

_v. i i c l r ii a | n u .ii j i _n ^ _ it <- Iff- it- -1 1 
invention; 

Fit. 1 _JLi lit ii ip tl^ ji_ _ _ _ i k t _r i 

ana operation ot rhe present mvenrion; 

"I i o_f < li pi in h . i p 11- v. t-i l__ 

' rrt =3 lir iri - ik r- t (_ ^ (_ tk i t ^ it 

Fit. ;> _ c t _ f n r < _i oif f- _i f-_f-iif-i t 



fii ii i i .if » r jt ^ ^ l <- i if-t 
the present invention; 

"I _ i_.hr _ i riM I x i li, 1 i 

pn r cj l i _[ r 1 _i rn i_n, 

- [ (. 1 1 - t j h - it - 1 if-tl X r ' h 

profiie record of the present invention; 



- 19 - 

FIG. 14 is a flowchart:, showing the operation of a batch 

oicn i_L^.on oro.c.SJ j s » s ,c.i L^_jd ji Li ^ pro cnL 
invention ; 

riC, 1j ~s a l_jwji_i^ sloping L^^ j[ :rU_Li c_- ~ cn_- 

ic=il-t no - ai^rt-r- p y^'-rr' svs- ^ r ,i=^cr on tie 

IP c =3 t"ov T cho - ^-i.-'hi i t c rpciat-rr a Ki- 
irie- ru"e'v,_i.q >y > e-i > l'^wo 1 h^ pr^o<-n _„vw M _aii; 

[ G , 1 7 - " a f 1 ii'T i^r =hrvj-i iq tip rvc 1 rorichrn of 
^ - ^n^.^r i p-^^Mi io' r virr i^'t <-~\<-\<--X of fir e 
present invention; 

^ i c h f 'H'>"tp x -r <- -v- r - - "ai o" a 

'TiOGuie uSoORE of the present invention; 

- [ C . 'v It a t " ji,-' ' - ia, the -v;p- --ion a 
Deploywet of the present, invention; 

/'< - -, h ait "1 \nni ^ ^a-p-fV op^a at i o' ■ 'if 

me present invention; ana 

- [ C . / 1 ^ a a" f or ^ -\ fy-o o^l '-I- iioc^ 1^1 i-f-o'i 



FZeCFIFFIOII OF T'lZ FFZFZFFEP E"'XGDIZ 'ZTT3 

' f- >Yr,; la,^ —-a- - -,^c 'a,-- f't- v ara^-,^ of 

ihj Lril >i olcnc and dc^-l o_cfc_^jd cm jdnc.L ji 

-or p T=nt im">-itiri. As ai 1 1 f> K^r. " y "-rxrstoid Py 
.if\iP i cili'-o. in f t- a_ t Iron . i^ lolic'caio 'iio^j^-i-', 
aiLci.aiL-^c jfbclncnts ji Jp _ _r ^_l„-^s ail nct n LO. 
1^- ~,< i - o«=-p " ' n ^ c p^a ^ "i. at - or nay ',v <-\ o* w ft -art 
d<- ait^g fi^i I te j r ^ j_«'i c_ the _..vt 1 _jr 
descrinea herein. 

FIG. _ i , l i^'v;k lid.fr in of ..p/.h wi i 10U oh:o \; 
a_ „ L_vp-c^i uibou-iciL b3.c 1 on __e pcbc^l l.r'ciL-t". 
Ir-ri^a^t ">r - -r- n-^ i ^n ^ aov> - ei to f't- ^y^tt-n 
via data network 10 5 connected to a conventional 
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financial data facility 106 where transaction 
information is collected from conventional sources such 
a3 a i i] ta^-o^c = t^ 3 >- ^ P t-cai ^ =3 tlciti^^^i^T ":rn ^a 
and an automated teller machine (not shown) . A CPU 101 

_<CL^tc a _ ^_ _ ire [nam _ strici m Aj^.d ~i a 

]. i l pi an <-t -> ^ .p ^ ji ) "P nff -"hi \ ) "r t a 

tm t h<- >PT _ _ j ^- he ii j_ i i l n jL 

-if : ^t^it [t ^ p ^fs-mi ;ro r linf l-^Kof tic 
" Hrt- p 71 an i t^-n i ^ e ^1 h i - fNt- 

i _p L - _<__^tCv ^n a --X.^ of c>_ a c l~oi 3^ a.m a- _ 
[ir-rins ^rcri^] c tl t c -o^t = c i ie =n 

instruction, the CPU 101 stores data obtained from a 
data n _ a .C. _ _ a L jLon c r _ f_i_ ftp ;io 
-i - t -] yej-it l n j] in a r [ c f f ^ 

manner. The CPU 101, the data storage region 103 and 
trie program sr.ora.ae region .;.0 7 operate toaether to 
provide a neural network model 108 for predicting 
_rajn Tic jm ict Lil -0 ruC-S^C- Li ~z 

n^niat oi =3 ^ =3" k ,r no r i 1 moo to r ^t : 3 r 

U „ . hH 1 le l^e^I JX U f_ it L n 

iniCdh _ ^ IJ.lii,. 1 „h _ r_ :jL -run Ji, cP 

101 to an output device .104. 

In a preferred embodiment, the CPU 101 is a IBM 
ra )-\anf- l i[ it^- u?d i 1-1 th^ [ «H 10 - il tb- r-t- 
rrdLf- ^-gr i _ ir^ n -n x i xl RAII, ^ )M nl ^ ] 
3-or^c 3- i 3 fo -i- M~io 1 ^rt hi a-- -b- oi t ^ut 
1^- n^- 1 l t tit« ui -ir-u i-il d Maif- "l - e t]-- 

printing a result based on a signal generated by the 

i; 13 ictrik S ~i r o]=pnq =3 3" lit r ^ a O 
ti^f- jg r 1 1 i i i t-f _i ^_f l <- , ten, ->_ 

d_ (. - KUP tO - v3t3l; n „0_ lj.^i _^__> o_ 

~> c ~ 1 l a i Tnal 1^^ il- i- i -hi ~ nl- t ; a 
niruier d r o c e s s r n a . 



FIG. 2 to FIG. 6 show examples of screens fro 

c>_ c L^oi 3_ ~i _ _ ±m_mc_ __ i _l_n of 

i i " ie Iwyran t ^t f j^n 1 - T - ^ f -b^- \"\ it f- 

104. FIG. 2 shows a system monitor 201 that allow 
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-i i a h! t i i ^ i ntn t<-n 

{ .i^um c _ Tic cLcn noi _L^._ .J j _ ^ _^tolf 

'car 0/ f = n Hrcr t = ho^ ' -in soc i - ^l^qor-^ , = 

1 m il ir r 1 i±i i_^ IX - t jff 20 f 

.ni, ^O-C -04 rc^iLci Lv. _ _o_c.^.~c „^^un^, i _n 
account number 205, 

FIG. 3 shows an account selection screen 301 that 
ill (- - <- ^ j 1 1. 1 1 7 « r 1 ' i in i -n arn - , 1 
monitoring, can select high-risk transactions, ana a 

Of Ittr- in' tl =t = ]1^ th' =3 1=3 -t ^ s -t 
_ il ^1 k 0-,_ tl Tl I'-ii <=- \< \\^ -1- 1 Id L 1_ I 

C en-*- = t =3 i3act r- ^ i^l/ - -cry 10] p-x 

i 3 k -i fHl] -i l-il , t r ^-/^n ^- ^ — i k. - <-V 

r a i i 1 _ jl it i- <-r t x it- i jo_ ip_ i ^ _x i c i t _ _ 
Ttio h - 3rrc ic u l r " ac o 'i mt^ iati^ 5 
-i i i. i (- i) f ex^ 1 a -it r r <- f- i " hi re- ir x 

-0<- List xadi_ite _c._^iij rc;Lci t _ i_aad s_orc 

d', aid >o -c o ti r in]'-*- 0" aid 0' --at - - i 
transaction information for the current day and the 
las- -c ci r= - 300, =3 1] -ri tic — ^ i--t-- ic- 

rii" i h r i l i<-l xn_ ri it j rr<-^ 01 Y 
n^c ai . nai^ _ u i ^c^->_ . u^icr i unrnt >i , Lie 

V 11- 11 u 4 f ol H ^ U il ^_ u u 1 k 1 k,_~ 

"Oj [ T 'Cr; rr =3l3' IT^lTS ^CfS' -o =id3iC O =3 

_ i ( 1 _k _ 11 r-f i i t t r i 

C - il^3 =3 Ore U3IO 3f c --mi '01 ^ 

ilk. -i 3 1 Hi ^ (. -i 3 I ^-k I -ik. ^ 1 11 f-i if-r t-r t j 

o- '3 i 0" f' ci 3 m i rf r f"Ti f - cumcn- ho/ o 0 
ii i k. re <=- ) it t k ^ l_ t » _ o a - 1 i c t ex 

FIG. 7 is an overall flowchart of the principal 
^IlL^OS .I l ^C-.-l^l o_ Lie r 1UU ^ „_rsl 

t r =3 r^"*' ^ nrv ]0 3 s " ^in' 3 ~ 1 un iq ^atc 
ii 1c- kiiv pit xi a t _ ii f _ m 1 - at a et » i_k 
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105. The data describing the network model is then 
..lit, >, /Odd . Out : ^hc noucl >_s __. __i _± _>n __s Li__.>_o, L__c 
= v c tni inn ic -fc t 0 j ircf s c curct "iai c: 3 t " or s . c 
JV ! vPii 100 v. v ax la i rclatw- . c t iric H rd..<- I'M 

<' 'C ! snd ap^ c_ ..u C1..-C11. Lid^^l.cn ,aLa _c ti >_ 

n,rKl n^.' i ^ f -d^l t^Ol), '1^ rode^ 10S c^t^-nine. a 
_i iki <5 ace a__o r<-a__ ' ax.e ( d^-ofu: a i -^1 - .< ) I \j 
air %tpr [~>5) "c tt> i=;r -i - o a da-aria c c, t to 
d.K\ ^r <w';l pit vi. a- -:J .1 -.^v_.ce 10-. 

i-. - = acv.= the -iv^ -n -= r ct -ire "I arcntc t- > 
c,- -.--.ten TO. T <-^<-t<Hi 100 i-- <x.-t^d - x to 

i ajjr _orsi _uii_ :icnc.,l die , r_ to s_.y, a in y.- 

d:v:"o;]irrt- rins-i" if c'cinr 3 ;0 err =, :r r sact ->r 
prf\,p./-^ 1 y . .-J.i._j__ je- k <±^iv±iA l .0__, T.i^- nrvj^ 
lC"C-LpncLL jcil -i.a:..L >__>_fjn_ dJ^ cno^cv pa-_.t o_.^_. 
f ^nri'\t - ^ ueui a )^t.v._r-- 108 ' t -r ' - r ' t r_ 
i ]a;m it .."il exp_c.oi.io „p,.:neJ r'-Lil _u - _t _ ig a 

numoer ot variaoies. 'loqerner, the learnea 
re" at r-^r-o^ f, vn a ^"mv 'v rk.dt-" o~ t"^ var ao>". 

o roc 1 ir <~t , -ny -y; c ^t pr:dirf"f indding tc t ju^ 
lav i-^ ..<5t.r, . Jri. pur p. -e- c - .1 _-__i.^1 r ... ran, the or^.^id 

n..\.l_o.. as lc_._r-_.o_-0 ___ -.a±b -_4 jl_1__i1 ji _• _i_g LLc 

r.errii neural network , 

h Lia" i_.L-_.on t _ jt>_a,itig cjn__i_x' , L c__l._ll.~L ^Cz 
:\cr .tc c -he r-> 'owing t >c ~n t"0'S. I) T> 
.i i i„d.,t _'u, a_ oo e . oi_i _j .auad _1 i „r elr-.ir- k '\'2 

cl_L_rn_.">_5 L~l. l_. .t__.l jOu ol _n„o lor jac. _n..SdCi ji 

T '-lijj.dM 'a lata T>.r */■„..-.". i i"ornat\.r .ru.^.^. ~0 r , 
SO j iria; the .,pu.._ .,pt vj:L -. l0 , cat i_..,_.i,o rc,--_t.-. i\i 

0 iti ,tt - ^ t t S r rc c dt^ to 3 ' l . . i' api 1 - cat " c , 

[ii Lets a _cjc_d .-.a a prol_._.c da_a.ja c _06 .j.nai-z_j, 

1 a c t r i = trnri 1 1 e r ^ a —cm r—Tris. 1) i > i c a cad ab • , 

t La..<v.d _jh p_ ac c _ oi.io '\, \d uen. el^t. il . J 0_ 
updates the appropriate records of the profile database 
806 . 



constituent elements of the 



described in turn. 
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"it t e imr c ni 



^ 1 ^3 ^ ' J" _Cl X^l 11 Jl "V "i 1_C_^L<" L 

ex i<- -< ^ 1 1 nr^i i-i ^ ei y t -i 1 _ tn^i t ~i 

networks facilitate rapid model development and 
alt^mt >- \ "a r 1 T rn_i - 11 , tl (_ (_ i^" riks 

i: ^ ^ "-"i in l^liri] t^ lun i^- 1 Y ] i tr t ~ <- i. a 
be constructed from data containing both linear ana 

T~ >~ — -r=| ; 'hi 1 ^ 111 =3 r in r ^ i r ; f - ^ 

r-Uf _u a a_ _ , i ji lin^ n i 1 1 1 1 e-x i I _a i jf 

XTv ^it _1 iCi CI be 1 VLll,. U_J_ Ij ^ X _ 

ietr t < 1-]-- 1 ,t-]^ - ^ ^ -1-1 it -i <. ~ 

I 1 t « 1_ C f hxl^ t 1 t t _A _ ,--4-^ 1 1 X rL _ 

r ^ s> t=3t(_ nil 1 d^-^^i^i dr ;f - io if 

) 1 tat t a i i^ei -\ t t i eta t r 

execute these operations automatically. For a more 
d^t=a r r e c ip-m i n---i -r-, ^ ] } 

^ art ^ rL , "L<- ir _ R-^ir- c tl al _i i > B k 

"r i£ i U_i 3 :ui. ", J^Lt-C c j 3-3i _ J 2-i , 

^ i [ HKt. t - ~r ? " ^ r ^ tl - ^ -^k f i r a^ ^-t jn 
1 - r l_ II- r ", J^i ..1 M _ r -l x i f 

- < ( 1 2 i ] (_ - ^a [ ^ " h ^ r ^ - (_ 1 T jr jri td 

herein dv reference. 

i t i k - rrfi-3t-i =30 -i] ibe 

t- ji t 1 - 1 it u V- r i ^ ^ - ^i^rr t -it 
1 L^f ^ r cl ^ i r ..nq i . - ^mn . x.i Tc 
"r- -t- -f t --n- - r- b-^— i tie - n r- w 
<_l^ l( ^ t _ f-xoif- j »^^ol t FI'j 1 ">« 

lxifxau ^ l xt fl^ iia _ ^ ^"fKi L "1 _ 

piff ^1 e re it ^^i^t ijit x , a , / tui 

-r ) x r ^ _ ^ f-^MiPi i u 1_ 1_jii _ a i 1 -> 

-if > - ^ r [ t~ pr^r-^ b^r-^ntnt- "t it 

lit » t] -1 1 1-^-1 I^ljlt 1 , \ , \ 

and adds the results thereof to form a weighted sum 
<)" It- T"" 2 r lnifd t =3 ; f - a -r=3b"r 

function 9 03 (typically non-linear) to the weighted sum 
to obtain a value Z known as the element state. This 
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state Z is then either passed on to another element 
iIlo i L Cjik iai, ^.11 _ i a 

^ it}. t "l J l =3 1 " =3" ^ll^^^ll^t ri;ee3te 

ir-OIf- ^ t _i i 1 1 1 L If h elll, 

^ T~t i <- ^n- 1^ ij-'-rin rfi. n n r n y 1 di io 

m ^ ) 1 f _I ( e_elle 1 ^ II ^u^ i i ^1 ^1 i J<- 

[Ll j "V ±n 1 r ^ g ik m l 1 ± 1 r i , _ ^ L 

]• t: r (. f- i t «] h ^ ei ^ t r 

i_ i<- , i ) 1 y r t. <- j_ l '-i^ri^ t e_eiie 1 » ^ 
j. r 4 i t ~u t ^ ] u^ ) , u^ r-^rr^^ in rn_i - 

-i 1 l^-I: ^ <-\ if- t r~ l T. ~> j<-~ if <-] 

{ir _ - iti ^ i_j i - i _ rv ir 

i 1 r ^t(_ ][ ^ r^i k r^t^i- -ir it i ii l ^ t >- t 
1 lUlcl in 1 1 t 1 a 1 & lie ^ 

learning the desired mapping with greater accuracy. 

[ (. K a Iniian i i r ie r ^ f i ei 

(lirf _ f e_elle 1 I 1 ij lie- UJL.lX'-i _L el 

] ^ 1 - I 1 r r lO-l-lir-t UP t - P t - f t ] e 

i ) it (- ~j w 'i.x -\ ^ ^ ei ^l^i^ i a <^-t. 

1003. Normally, there are several layers of hidden 

-1 r t [ -i] 11^, r e -i-n- ^r^ ^ r 

i\\ t i t 1 ^.i t ^„eiie 1 1 i ei 1 J nl tl^ t 1 ^.i t 

-1 n r-t or i - i- ; t i (_ 1 ( n 

<=- i _ n^ r <: l f^ i f-xaik^p i iv _f _i 

— XjL T " id. „ ^ -r^r-, ri _| 1 

j^ui " r tmrr (_ x i ^ t^ J -[^-^ t 1^3 it t r ^ 

art, includes the following steps: 

1) e eat^ uiy] i k f- nin ^ t ^ -irt i. 

r io it r t 1 ii ^ i e i *n ^ i r iv + , 

°) ^11 =3r a in^ ~n tpi- a- L d~> irM ^ t ~u t t -> 

measure error; and 

3) Modifying model weights to reduce error, 

" ~ IU ri i i " H r L j i i_ '-u^h t 1 l 

=3 "11 l-^r^~ r- ir ]r y a - - tie -> 

1 ) (- t , t] - -t >s-y <, c, , f , H „ 

" r ! lid. _i - _ l rr.rirt LI <~ L»r t c i 



j,Tf'fc-rio & fr uotn r --oo^j/n r^ly i uou 'a a, a 

accounts per fraud account . 

.a i ' la f- r^dlK',^, V r^aa<- r , ^t'HP' aata 'am 
_.ic cj.-ciu cta^i.ji c ^-'S. A i jdj^-C u^ccx. / 
sait]; rs th -us- s-rsr r=t= - o s- ta ' a new c is toner 
data ^wt : ai - l.n.i 4 'H a<- ^ra^c a.: am. , aao t Lp 

.an: .o.i-_ra^a a^ct^-.L ^jSlL. o.jL^_i.c 1 L* t..c noa^c 
r^ttPM-t^ . . r "> " ^ aev caterer i^td " o^- 

prr-aL^i, tl.p i atui- .m „^ tt . <aa; _10 - uo-o itnrui.% 
-ror t c f ;u 3 d"=i =i c s ^ to rc^c Mas it w-cr 
^r^,-t L t-^nd d-> ^au-red -rc in ~r c nt 1 - r 

fraud has occurred. 

.a rain la i i a - a , ■■- ■■- " ,P°, reroj^- -> -11 r*- -ha ^-itH 
jM .a/ iucui^. i at -a.aut L . , liOt ,ru 

iatrT - ,s:s 1107, a ir 1 - r im-.u.sas 0^ s ioc v ac^ 
. iw (iPiotc r„J ,e ii v. _.a^«t.. of i ai alv cat a . 

a rsdtc sair .^=a / sai ip >s ff> safe s^t 

n^^tfO „y the radile f/r^rq^-.M 1 - "a^ -v^a -fa^^a^c 
op <p_"^i.s^_ liUJ f .a u c-ca.:. i new da^i .cL knciva s 
saitj; r,c 3r ypc c sac L KCr r s -picsc^tca ytr 

specinc aay. A module gensamp.sas uses 
i I'cn tat - or -r^n fa- aa/l iataoa^ V N t^ l^t^tn rt- 
ij.i„c " r^>. ^r Jo ir« ^raal^-w J . 1 w irxa _e p^..^ iru...a , 
11 " p r-'id^ tt> -cllsw - q =ut set of =3 it ic- t- cat- on 
Id* <- : =j ^t-t v-d ^a dL/c-'t a--*--, ovvr-f^' oy i^ir^'a 
a o_i_c^i^y of L„cii.aL ao..s ic_ t~>- ..a: _^ tjra.r o.. z 
nn: a=ra t oi =, tataoasr of =t - -nsacar". h=, -t 
dC\ adv rl o-t c_ i^ d a\ a, a., 

a.si'j^ca z lra__ ..^nl^ ir :i C to 1, T..c u^„f_ .ijoa. 
ire h L ■> - ^rt-f" -5'-- ^p r>,Q; if the i-auj't c-y ii 
_i iii^p.,i the di'U, ..mi's: i, to _aidoi ..aio«r 

stvjrc > -ii 3 ] , - the =a;r - nt-ca=iy - s f aidilct Bnd 
^-^1^]^ cai ^ ti-^ 'v- ^ \jj]J a-- 0 f -rax: t <- >art 
aaiLcr _ s^L to U, In c^acr L.a a^ ±_ i-j . :. ti_ _. 

? p 0 C - =)rcr a t-oay^ of snt • st -) oft ' unt> a • t cr 



sarapxe . ssg . 

a nodal- -oim.-a- 11 ' q^)Ra^, a 1 " day t ' ^ -e 
vjx-cio'A oi o_., Thi_ laLa c jt\ _._.s>__ „ [laid.^L. oi 
ii-; r Kcrias r or ^ac ^cr / t-OCy " -t>e r t^r 
odiip^p, c v,c. Ta<- u.;_eru .idv .aid L,p 14 o.p ^uinq e.ay<; 
are listea in each sample account . 

h irxj ia.-M j'.<\., L„; ii.e, i r ,111 j aai a ,uk 
inters out aays e to lo to proauce a ron/. tnat is to 
say, - 7-ocy nlliT' window ran c C f ] in, n-ys 3 n 
an ljaend. h .nodal-- g^im lv . .,a., I-.. 0 in it n _„_hJ 
variaoies tor a rolling wmaow of the previous lo aays 

rynjmn, a pi u_ - li v ">f rnnn jn - -jcmk oi r » n. L 
tic nun 2T is va nllc, 3 p cdun = a acta nt 

cnrrn^" r-c- rt'\,y, n r\%rt, d^ nn^ 
referred to as the rollv.ssd. 

t..^ i^i„c__ a ^ _cy _ no .,ri>at In n yjoiu 

roili. A moGule gencurv.sas ii.;.5 uses trie roll.;, to 
gnnal<- t irittl lay <-ma 111' 1 h_ _d 

transactions occurring during the current day. 

A rnoaure crenproi . sas generates {'orotilei variaoies 
tnar. form tprotilel recoros nil. 

A .ro laic i-r jc.odo ll^U /iiiini-^ Hp ( n,_„ K j 
r.cjr , ,.u _-ny "„:i^bl.i and no _,^y 

•nr]ao"c c I a-") gririat^ s, 'kh t c cria ' cr. r c c u ^ t 

nnn._, nv nno n_.,.d n vnicu.ln n li <-d. Ot_a.'. 

Tae ridalj J.j m jn the ro ,.yh nth tn ipril_n; 

lata ^n \;]^-5uun j the — tt jr K an,> c n, p- ylne a 
.a.g^p da. a on en) inne yL, i| ru^.si i yi ro_^_i,o 
window varia.oles. ine result, which .is referred to as a 
rod]-/ oaf a ae^ IV (-"n '^^tr^^ to a a a "tr a - iy, 
bet"!, cjitaiii _.n i_y.d~rjlj.jcl "^nblj_ ac aoeo. n 
tran t-> r> nc h. , iry r C^/c 11"? = ca n tY> 



averages value thereof Is G.G and the standard 
djviaL-^O^ ±b ^. 1 o>ju:„.i.ij ^ ^ Jclc 1 nou_il la_a S^L 



Ho L i...ul--cld.c 1 ,ir„.l.c^ 
gr^iatn curlew Tg v=, allcs oasr 



rj.aLcu >/ar_a 



liii. j'i :r LiiC [„..ci.i q:r j_iic ! :xpr 
day a-d tr^ -1=u o~ ve^- 



L_nc- 



• ur^L c^u , px-y da.e 

CI S-^^c^L^oid icrciil grcjy .;.c jc_y 



• Fc_cjii_cjc ji uo a_ b{ :..L i y 3 taduia n cell CIC 

tiercnant aroup caregory in a current day 



ai_ a_l^ous 
c t- d=sy 



r:rc =3- t o or 



o_ 1 r ..au.a J run > ri 
a (cr en- d=sy) 



~r=3n i at> (r-gn, r;di n , ri 



or SIC mercnan 
sLonc- ^roi,:i J L.rr, 



Ic.c jcii^aL-.o.. jejyao.,..;.. _c__jn^ by ^rn.o i^L^ 

iqn, medium, or low nssl 



g^o jr„j: hxcal „cjxju Ll 



unbe Ji dayb jtL'.c^i L_ 
'if niifLet o- ony, d^f.v^ 
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Average time between transactions in one clay 

a^ c of "ik c~j^c tier =--i^n"" n ^ c ^a\ 

llu i i mi xpi<- i i i a t i e & ai a i" 

ercftant 

Number of out-of-state transactions 
Average number of transaction declines 
fear-to-aate high oaiance 
i" ran s act ion amount 
Transaction dace and time 



't c so )i r'-' ^ f "ul-Klatr^ =ir ao c t =3 
may be considered are listed below: 

< „ ire t ec\> = db^ldsr la r -} c =J "^3 aun rs 

> ^■ce - i iirf- tli, B le-a ii„ lup _ ^ t _n j 
ui rc t "urt on 3 "iu dcnir^ = km i " is j^c c ^ 

avapvdi - (current day) average approved dollar amount 

=3 =3 ^ - f^iri^Tt oa\ i =i naj =i tl cir] r ":d v =r 

ro'con - (^u ^n- ]ai cr z r ti ir-r i ^ ^ =3_ o 
f _ ^ ill i ii f- ad ( t i i " \Tn "I I 

coscdow - (current day) cosine function of day o 
f - t- i I ^-4 1 i , < ai f- _ t { 1 ) M 1 r; , 

cmo_ - i r rud d~y ; o" i c funrti ^ i of it i o 
-ir, _ e j i i n i > 1 it t-o ii 1 ( 1 Is) *&TW0PI)/12) ) 

]ri - i f 3 = ^ ) d=u r- i nrtt 

ir I i < ) 1 i, r _ »^~k 

ore i -u c if ia^ = ololds-r zip code 



chidcapv - (current day} highest do I 
smgxe cash approval 



l'i di id .v ',t;n rrt ony) 

1 1- -J: -^x apiic»a_ 

r ] - Ino^ 'r lrif-'t oa* 1 

bx~cj_L. ^ j-cb.c djclxoc 

l'i d^a.v ',t;n rrt r ">-\y) 

sxngxe approval 



icu'-^'it J-y; Ir-^he^ r'j'h' an^ur^ r-f 



l'i d^d^~ ',t;n rrt ony) h <s (--A or 

single decline 

cmoy - (current day) month of year 

cratacau - i current aay) ratxo of aecxxnes to 
authentications 

cb^i-^ciL - (C1.--CH,. u; v I _„c -x.cl >i d„y ji north, 

i.e. sxn'day ( (datepart ( cst_dt ) WOPI ) / 30 ) } 

r^_A'\\r<* itxrsri 1-iv i „u,e ^i\,triL ^ cay cl ^^h, 
i.e. - ' ,Vo tr =,y i fd=r--i =sr t ;c-t__ot*, 

c^u.rioy i'ui_r^ii 1-iv ! tin: x ,n o_ ru h " uf 

y-ai , - s-rfmri < <'d=itc; =3 t(c--_d^l ^h-^ ) / /) ) 

coae ana cSX authenticated time 

c uu v I A _r^n Jay) , t r u'i__^r - ppx^'-il., 
rtc\=i - - ;cr en- d^y) tcta n " =; ^u^hout i cat - c s 
CLGCsapv - (current day) rotax dexxar casn advance 



itiiit 1 ddv ! l_ lv. _^ar ..a.," adv i u.e 



ctdclec - (current clay) total dollar declines 

ctdrnrapv - (current day) total dollar merchandise 



ctainrdec - (current day) total dollar merchandise 
dec! ines 

cu (:ur_eru Idv i ot i_ nunL^_ ,1 -ipjuv l„ 

c^a, - ; -u > ir 3=.v) - it a" - inlr> cf - vt Lout - cat - or = 

c-^a^- 1 ^ - 'LJiit^L lay; tj.ujci j_ aa_u_n.L^caL^ons in 
day<=$10 



ctnauay - (current day) total 
m a a ay 

o ^cu.a v ('uu:_^ut dav ! t ^ -.1 ^aib«r ^ :,c;h ddv 
approval s 

cu io> (:ur_eru dav) tot i_ runre_ oa.-^ a o_"w 

c-Tsrx - ( ,r > rt lav) t-f=J ^ -] the -^r a iv 

rf ]fc - t "b lav) -ot=T runlr> cf 1cc1t'c c 

c. n iiap. - i jlilic.L lav) ^J^ai uarioor j_ f jrc.u., 
approvals 

o .-.tiott" (cult 1 dav! ^ al urrc^r ^ .ivn, i-i ' 

deal ines 

<-u io- !._rr«m lay; 1c -1 \,nLp_ e„ ^oj; 

same aa.y ot week as current aay 

o .^aalt iLjii't H aav ) tot i_ \.nLp- oi uw^ 

afternoon approvals 

cu ''-o io. (f\inp.,t c iy; t d ^aib«r oi 

approvals 

o .-i^ip- p iLJii't H aav ) tot i_ \.nLp- oi uw^ 

evening approvals 



ctnwdnit - (c 
approvals 



snd evening 



<- t rt <- t t ta " ^-e<end. morning 

approvals 

tend night 



::urri33.I (current day) current balance 

liars per 

authentication in a day 

'Zip code 

/ery high fraud rate' 

zitef i 1 lrr<ri 'Zip code 

i:l.o": l :i:auc: rare ■ 

'Zip code 

nediura high fraud rate' 

zrte ( i 1 lrr<ri 4 ' Zip code 

iieou.uQ] rr arc; rare ■ 

'Zip code 

nediura low fraud rate' 

zrte ( i 1 lrr<ri t ' Zip code 



t _r it (- ' { i^-^n ix, _o i- ix uji j i 'Zij f;p 
unmown rrauc rare' 

( " '< i r^i f -i , titn r -s- tia - f ;n r 

SIC factor group 01 

t. -a rt^-rt a > trta t ^ <- t ~ trn ^ t in i 

KJ.L, lacccii aroi.ro u/: 

r ' n t r^i t h y titn r - ^ tia - f ;n r 

bIC ractor group U3 

i. "^a rt^-rt a > trta t ^ <- t ^ trn ^ t m i 

K.U., ractor aroi.ro 

r - r h R 'i t r^i 1- -i , tit-H r r- tia - t jn r 

SIC ractor or cud U.b 

i. "^a -i rt^-rt a > trta t ^ <- i. ~ trn ^ t m i 
SIC ractor Group Ufc 

ctclsfa.07 (current day) total dollars of transactions in 
SIC ractor orotic U7 



-^"aO-^ i rurt \^ > trta ^ o c o" tr =3 sect nr 
IC factor Group US 

tdsfa.09 (current day) total dollars of transactions 
IC factor oroup 09 

-■^"a i rurt \^ > trta ^ o c o" tr =3 sect nr 
IC factor Group IU 

tdsfa.il (current day) total dollars of transactions 
IC factor oroun 11 

"^u aC i rurt \^ > trta r o c o" tr =3 sect nr 
IC fraud rate group 01 

_v jii 2 c rrci L v. i_ > toti^ _,l_^:;_s tra ^L^oil 

Jr., r ratio, rate group U2 

^aaC. i jL .a, Li_La_ ^o^-^^^ o_ tr i c^.cl 



ctcisra04 (current day) total dollars of transactions in 



Cir _l i , _ 1 & g_ u) n-i 

3r =3 5 'c ircit n_ . total dollars of transactions in 

^Ii ^r a , ^ t - jr ,up u -i 

c-^iaCi i rirrt \^ ■ total dollars of transactions in 
IC -rn - -t~ t On 

3r =3 " ' c irci t ^ =3_ . total dollars of transactions in 

] < "ia ' --t~ | nr «r 

Cw^^ aC- c urc L 1-l ) .otal dollars in SIC VISA group 



ctasva02 (current day) total dollars in SIC VISA group 



ctdsvaOS (current day) Loral dollars in SIC VISA group 



ctasva04 (current day) total dollars in SIC VISA group 



ctdsvaOS (current day) total dollars in SIC VISA group 
05 

ctasvaOG (current day) total dollars in SIC VISA group 
06 

ctdsvaO'7 (current day) cocal dollars in SIC VISA group 
07 

ctdsvaOS (current day) total dollars in SIC VISA group 
08 

ctdsva09 (current day) cocal dollars in SIC VISA group 
09 

ctasvalO (current day) total dollars in SIC VISA group 
10 

ctdsvall (current day) cocal dollars in SIC VISA group 
11 

ctnsfaOl (current day) total number of transactions in 
SIC factor group 01 



total number of transactions in 

SIC factor group 02 

< - ' < r\(- t -i > total number of transactions in 

bIC ractor group U3 

i.- -a ir^ t a > total number of transactions in 

SIC factor group 04 

c < rt<- t -i > total number of transactions in 

bIC ractor group Ud 

i. "^a-i uir^i a i total number of transactions in 
SIC factor group 06 

<- r ri (- t -\ y total number of transactions in 

SIC factor group 07 

<. - "a -> <<. t re t a i total number of transactions in 
SIC factor group 08 

of transactions in 



total number of tr 

SIC factor group 10 



of transactions in 



total number of tr 
SIC fraud rate group 01 

total number of transactions in 

total number of transactions in 

SIC fraud rate group 03 

l_ jii - <L^rr_ f v i_ > total number of transactions in 

Cw -ruOL c rrc L .a, total number of transactions in 
SIC fraud rate group 05 



ctnsraOG (current day) total number of transactions in 



SIC fraud rate group 06 

ctnsra.07 (current day) total number of transactions in 
SIC fraud rate group 0 7 

ctnsvaOl (current day) total number of SIC VISA group 
01 

ctnsva.02 (current day) total number of SIC VISA, group 
02 

ctnsvaOS (current day) total number of SIC VISA group 
03 

ctnsva04 (current day) total number of SIC VISA group 
04 

ctnsvaOS (current day) total number of SIC VISA group 
05 

ctnsvaOS (current day) total number of SIC VISA group 
06 

ctnsva07 (current day) total number of SIC VISA group 
07 

ctnsvaOS (current day) total number of SIC VISA group 
08 

crnsva09 (current day) total number of SIC VISA group 
09 

ctnsvalO (current day) total number of SIC VISA group 
10 

ctnsvall (current day) total number of SIC VISA group 
.1 1 

(7 -Day) Cardholder Fraud-Related Variables 

raudymdy (7-day) ratio of authentication days to number 
of days in window 

ravapvdl (7-day) average dollar amount for 
authentication 



- -i 1 at ^ - 1 -ij. t 

-day) average dollars per day of apprc 
ch there Is authentication 



authentications on days on w' 
a ut nencicanon 

i: dod, a " (~ d -■<-) ^v^-^ge del ] ai ' 
autnentxcatxons on all days m wi 



s--' t- go " =j ' c o^" Gay of 'M^lr 



l: dor ,d^~ (/ >My) a*^a v ^ r\j" v>f" d-^ of i a -J 1 



rdddec (7-day) average dollars per day of declines 

rdddec2 (7-day) average dollars per day of declines on 
days on which there is authentication 

rdamrapv (7-day) average dollars per day of merchandise 
approvals 

rddrnraec (7 --day) average dollars per day of merchandise 
declines 

rl i t > ^_ ije- i nier o-^ i * ^ ij pi ^ r r 

j 1 a " l-i > -i f-i a^f- iiv- <-\ l-i , - ^ f ie t <. at a 
on days on which there is authentication 

id'-a a ("-d^p; =3 or arc ri i ib^ p^i \\ of 

authentications on all days of a window 

ri c-=i ■ "-^a, ' =3 c = c i i ->c oa\ rt =i h 

approvals 

rdncsdec (7-day) average number per day of cash 
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rdndec (7 -day) average number per day of decline: 



1- 1 ^ 
rd.nsda.p2 



r per day of approvals o 
jvals as calculate 



er ^ 1 r 
current day 



ri >^cvc =iy> ivc = c riiir^ pc r =y of 
evenincr aoprovals 

i d r '^ inor r-iai ; a- :o runf ~> o oa\ of 
niornrna aporovais 

ri ^ ^- 1 ,'"-^=3yi ivc = c riiir^ pc r =y of 
n x an t a dp r o v a j_ s 

id^ca-t r-iai ; a- :o runlr ^ c oc\ of 
arternoon aporovais 

r ] 'jr ^ > ^ =| VC = c ri j r =y of 



of weekend 



i d^ 
even 



in. it ~\ - ^ 



l i i qh^ ii ji n i 1 



rhidcapv (7-day) highest dollar amount of single cash 
approval 

r i- 1~o^ (7 oa* } - o"-^^t do" a- airn-rt ot single cash 
decline 

t 'i di ta ,v i" 7 ) nghe^t d.y a- f j- of single 
mercnanaise approval 

r i- Ino^ (~ o-y; higj^t on " iiM'it of single 



t 'i d^a.v t ~ ("v ) iu|'i>»t 'Ivi' ^ •=> f v of single 
approval 

r 1h- (~ J-y; ^g^t-^t d M 1 ai -v\ovx " of single 



r"=o ) ngde^t r "-S a- ^ r of single 



n-]t=r^ ;~-o=iy> --ohot titcl oi " =; o nunt of an 
approval xn a single day 

i l dta , <7-oay; ^-o r-t trt=P :>-> " o 
autnentication in a singie aay 

ri- ]tirc <7-oay> ^ - o ot trt=d 
decline m a single dav 

i l -ir ■"■ *7- 3a»; Tig n e t a iron c~ =,pr cval * in a single 
dav 

rr ia , <7-oay) to r^t - ,no> r - a,tT^f- - = tions in a 
single aay 

i l -ire f 7-d^y) hi rh^ = ^ ruit •> of d^ - "re m a single 



'-oi_v ! tjl cr c~ lay n a.iv authenticated 



muse i '~da_v ! i ixi ci o^y^ _n a~y a ^x^Licatec 
dav of week 



rnauwd (7-day) number of weekdays in any authenticated 
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1 ic^ < - r T_ > no r- d=i_3 "IT r^-T = =itcr 

window 

nma r ^ f"-d^>) iuil^ of d-^ 3 r n^a" c 
an t n enticated window 

rtaaov ; /-aay) total dollars of approvals 

r i r 11 liar r i i I li-ii ir i ± 

vz r c h f^-d^v) t^ j - = ] ^o a ^ - -=-11 t "~ a^ -c 



--oal ]r ^rc of -=-h a! n icr -online 

^ > i 1 i. ii jL r ~ lir^ 

t"" r - ) - -^1 K ai <- it 1m ili^ a oval 

cal donars of merchandise declines 

~ i. - > - --I in vr ft - u -1 

r ^ i " — r = _ j - =n i nori of spp - =a 1 3 i a r 

(7 -day) total number of authentications 

O ' _ --a^ no o" ai^^r^i- - = ti-n- r =3 

tnentication <===;? iu 

=3 t "-r =^ i - =3 1 i nor i of -= - h = 3 T =iicr ao o - 
r { r \ ) il i n j^L ji h 1 i k ^ ,e ^ 

i. ^ i ~ ^-1 in "vr ft t~ ] in- 

i t -ca^i ^^ai i^io.i of nc-dLodi^. i oro als 

f-i. t ~ r - 1 - "^l i rijf-t jf b-ili e (-^ ] 

ao '~~]a^ ---^l tiurb^i ot =3 oro = c o r 
ek as current (lav 

=rt ■ "-^a, ' trta no ^ - ^ ^ =!_ rt^i o 



il ni-. i ll 



il in j^l ji -^1 ^n i ipj j 
nlr -f 



ars per authentica 



paudyi 
numbe 



rciholder Fra 
(profile) r. 



mthenticati 



each month 



m -i ^-t a^ 



(profile) final 



i: - ^ -] it ' 1^-e 1- - ) - n <Hn^' 
profile update 



) 1 x I J. jiri- i i e-1 loe t . r _ |_pr 

I k =3 - ip c d=3"i a^ r iaor do ai r- ^pro = c 

on days or; which there is authentication 

pdaau - (Drotilei ctaxiy average dollars of 
auxneni: ication 

authentications on all days in month 

p 1 r a 1 > J <- ^ -i > a f-iat- t ^ <- it i. a 

approvals 

[ 1 i f-t fir- c- a H t-r^" r jf H 

declines 

£ k Lcz - ipr^_r_c la-.^ a _ra^_ _,o_^i_S o. dc__^ _S 
] la rr •] h -h^-i ^ -i h tl -i t --i ] 

pdamraov - iproliie) daily average aoliars ot 
nierchandi se approvals 

I Lir^c - 4_^iil^) d.rl_ . oj11_. jL 
merchandise declines 

pi io U>_U±l^i lui, a h iuih„ _ io n 

p 1 -i >\-i ~ l-il h f - ) n er ;f 



pi i . 1 ri, i c 1 ! toe nl it 

authentications on all days in month 

) 1 r a <j r > a ^ i ml-. jL 1 

aciit: ovai s 

pi t. (- pr _„ J _f- L„^ L O- lllir^_ ii 1 

declines 

} 1 Ij. jlil-i li±l, l er o- i mi-. . ^ 



of 



1 1 

authe 



I 1 a 
Tuesdays 



■ prori.i.e} average nutnoer 01 
which there is authentication 



pdnw 
Tues 



.pror^.ie) averac 
day of week) 



pdn: 



pdn 



- .pronle) averac 
(4 rb day of week) 



pdn: 



(proti 
which 



authencicacio 



pdn 



.pror^.ie) averac 



pdnwGac 



which there is authe 



rage rr 
s authe 



pdnw7apv 



(profile) average number of approvals on 
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it II- L { 1 i r »^~k 




phidmdec - (profile) highs 
merchandise decline in a mc 

phidsapv - (profile) highs 
approval in a month 



authentication 



n 7 e t 1 1 1 -it -n ;i rr 
iiiontn 



phidsd 
declin 



(profile) highs 
a month 



). i lta <i f i 1 e ) hi 

approval in a single day 

phidtau - {pro.fi: 



I i It 
declin 



:ofile) highest total 
n in a single day 

profile) highest total 
single day 



amount of an 



highest numbe 



phina.u - (protile) highest number 
a smaie aav 



(profile 



uring first 



{ izt id - ipr^___^ i^rK_r 



pmSavbal - (profile) average bai . during remai 



pmjnautns - iprome) 
last part of the month 
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pmovewt -■ (profile) final number of zip code used to 
determine recent change of residence; pmovewt=2 for 
move within the previous calendar month; pmovew 

pnaudy - (profile) number of days on which there is 
authentication 

pnauwl - (profile) number of Sundays in month having 
any authentication 

pnauw2 - (profile) number of Mondays in month having 
any authentication 

pnauw3 - (profile) number of Tuesdays in month having 
any authentication 

pnauw4 - (profile) number of Wednesdays in month having 
any authentication 

pnauwS - (profile) number of Thursdays in month having 
any authentication 

pnauw6 - (profile) number of Fridays in month having 
any authentication 

pnauw? - (profile) number of Saturdays in month having 
any authentication 

pnauwd - (profile) number of weekdays in month having 
any authentication 

pnauwe - (profile) number of weekend days in month 
having any authentication 

pncsaudy - (profile) number of days in month having 
cash authentication 

pnraraudy - (profile) number of days in month having 
merchandise authentication 

pnweekday - (profile) number of weekdays in month 

pnweekend - (profile) number of weekend days in month 

pratacau - (profile) ratio of declines to 
authentications 



(profile) {up to 6 months} 

\ -> ^ , ~i r air (- -t ir it ~ 

days between transactions in a month 

]. l-\ <i tile i ~\r 1^- -it ir t ~ k at <- 

authentication in a month 



(profile) total ciolla 



" ta 1 ai t " ^ i" r t r^t jn 



ptacsdec - (pronie) total Goiiars of 

1^ i_ r- ^ ! n li 

p-^dc - (o ofi]^; t^tal -^r = c of 3^-"U 

{..in - ul i L^^.i dollar. 

apcrovai s .i.n a montn 

P li f- OL U ) 1 1 1 liil 

declines in a month 



p ^ i z pr 

^[C -acto ^up 0" 



p . i ^ pr 

,IC .acto- ^jui U4 



SIC factor group 



) v. _d j '} J-v. rid. It-.dLS of 

SIC factor group 06 

\x r ^ (- -iti Ir irs of tr 

bIC ractor group U / 

p 1 T a ^ '}. i " r "fta h ai s of transactions 

SIC factor group 08 

\" r ^~-\ "> \i r - f- -it-i Ir -irs of transactions 

SIC ractor group U9 

p 1 T a '}.! " r "fta h ai s of tra.n3act.i0ns 

SIC factor group 10 

rt^ r- "it-i Ir -irs of tr 



p^ 1a : i t " r ~rta h ais of tra.n3act.i0ns in 
SI'" _ L t , . ip 4. u) Dl 

p/3r^ "* - ip ri r -ot=3 3r of transactions in 
Sic irauG rate group OZ 

F'^'iaC - 'fr^ c trta do ai s of transactions in 
Sl ( " _i i , _ 1 p a- u) n j 

I f 3r =3 - ip ri r -ot=3 ir of transactions in 
Sic irauG rate group U« 

F"^u aC r - 'pr^ c trta do ai s of transactions in 



s of transactions in 

-t a - --t- | uy u' 

ra07 - (protiie; total donars of transactions in 

^ -t- T 0" 1 

1 _ - t ^ ^iii,) w^wi- vO ^ in SIC VISA group 01 

ijZ (o_ txl^) v i_ - in SIC VISA group 02 

aC - (1 -fa]-) ft a v = c in SIC VISA group 03 

a - Ij. ill-) a. v. r . in SIC VISA group 0 4 



ptcisvaOS - (profile) total dollars in SIC VISA group 05 



p.oov l0,< 



T to v.m 
pr.asva 

} _1 v 

I =s: " 
P 



tp Tfil~M --j-^" c\o" c in J ] \ ] ^/ groro CP 

U>_oixle) v. i_ m SI^ ^'I-A oui j ', ' 

(ocfilf-i t'ta or in ,[C VESA r;i %-o OS 

(profile) total aonars in sic VltsA group 0^ 

tv^ ^fil^) -o^-C o\," a-Q 1Xl c,]' \ ] k -^n oruvj '0 

(o cfilc) tcta ->r ~, s in ,[C r n -^p 1 

j:j1i1^) ,c,di jiok; of ..ppicvdi, l innt h 

tp Tfll~M - =T • ,nb cf ^prT/^ S =3 OCy 



u - (profile) total nuiaoer 



in 



aay 



3rd 



(prc:„.p! t U i_ ..Jif e ; 
a month 



jrofile) tot 
I f ircr.y - tp of i 1 ^ > - 
p. r io> (p-oiilc 



" • ,nb cf 3cc1tu-- 
total number or r 



=31 orov=3 s 



tpr Ail-) \ U 
nionrh 



a wr ^ 



p. ^ i'^ ipro 
J[C -acto our 



) _la02 (p « 

SIC factor group 02 



. ol r r a y\ o«r o_ 



ran , i/H _o 



ptnsfa03 - (profile) total number of tr. 
SIu factor group 

SIC ractor group U4 



Sic Ii.Ll. g_ou£ 0- 



f t"rV/ ip-'" ^-) ta ui'.vr r rrri5att <~r " 
SIC ractor group Ub 



Sic Ii.Ll. g_ou£ U 



f r-ri'.i ip-' — <-) ta i-u'.vr ' trri5att rr" 
SIC factor group 08 



iro^-r o~ -u d i c -r-t " or -, 



SIC la.J or o_rup 0 1 - 1 



l^-^-^H 0 - fp c " r ' "ft a in.Tr c 
SIC factor group 10 

ptnsfall - (profile) total number o: 
SIC factor group 11 

ptnsra.01 - (profile) total number of transactions in 
SIC fraud rate group 01 

ptnsra02 - (profile) total number of transactions in 
SIC fraud rate group 02 

ptnsra.03 - (profile) total number of transactions in 
SIC fraud rate group 03 

ptnsra04 - (profile) total number of transactions in 
SIC fraud rate group 04 

ptnsraOS - (profile) total number of transactions in 
SIC fraud rate group 05 

ptnsra06 - (profile) total number of 
S I C f r a. uo. r a t e gr oup 0 b 



ptnsraO"/ - 



(profile) total number of transactions in 



3f 1 !U 

rLili 
)f ilf 
jfilfi 
3f.i It 
:>f lie 
ifilf 
3f 1 Is 
5f 11$ 
5f 11? 
jfilfi 



imber in SIC 
;mber In SIC 



imber in SIC 



imber in SIC 
imber in SIC 



le) tota 
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:tal number 



ta ) i "vr 



e- 1h r 



X i < (- tr ta 



j. ^a t i j 
approvals in a 



if i: (- ta 



I"" fin ^ F ^ r " r ta i in i ^ ' * * ^ i ^ 

aDDrova.is rn a mom", n 

J. ^ t I r " t t =1 rrri - r r^r 

approvals in a month 

pvdaybtwn - (profile) variance; in number of 
et f-r x -x ^ t ji tiirt^ jf a r t r 

.j transactions ) 



tturn (Merchant) Total turnov 
cnant 

cturn (Merchant:) SIC code cumuia 

rtage (Merchant) Age of com 



i i 4 it 1 i ) _ g^- i n <-i 

tr an sact ions 

r^a ttr tN<—- h n i s hiui rt- \- 

i^d iuli i i a 1 1 j ) 

-u -int M<—- ] n i it h i. £- f t r jnr }. ^-t 

r=i gt^t llri 1- rti ^ ^^-ir^iT-^ra 
transactions 

mavgtaut (Merchant) Average t: 

authentications for a merchant 

mratks (Merchant) Ratio of keyed 



cl i M-r cl i L ) Ti rhc ^f 



[ i 1 an [lie cli n ) I n ^r i_ l<~i v. i lUl ^ inri 



t xtr (N- h ] ) M^U x f i: e r n i t ^ 

me source ! terminal , r;on-uermmai , voice 

authentication) 

miioor (Merchant) Floor limit 

i r |x ] -n- i ^ ^ e 1r - - Y - k 

uLl : i _rc ia L ^.l.i _ t .ru d_ p^i SI„ 

reri. h t -t , "h^ i i^r h h - e-u le -\ 

lac raL (M h_ n _ ) 1 .ci cl.ui ^ r_> i,n_j^i^nt 

i "i ^ n r pr ^ t~ r;rc =3 t ca^ p ri "on i u t -> 

acquisitions were made or who performed the 
a c qui st. i on . ) 



mprevrsk (Merchant) Has a previous risk management rate 
r <. nrr fir -hi i ^i r ja t " ; M 

mtyprsk (Merchant) Type of previous risk management 



(counterfeit, multiple imprint, lost/stolen/not 

rr tr-it '<M^ -r-^rr) ah r ^ -• nara^r-^rr tat^- 

t I c- =3 -t (He ch=m-) -Yi ot of - nsact r-c 

authenticated 

- ]<- t-rJ ".-l^ed ,^--Ll^' nre f- 1 to -h-^ 'Vt^vk to 

^on-iif r t r] r -iy ^ - noo.c' , ro t> err - que rnrwn =,s a 
""n^e -enjar;'' 'if'i a 'Mtva-k. ' - -, t>-v r- aetvau < 
cpky a adi.u..^ i.v"^ ^.j Cb.mLc £arinetc_s t'va, 
d: £ i • c ;lrir^^o^ or two r v=ir afc^. r " ^ - > ot^i 
w_i rie-jrai ur> w >rl: f i^a^r j uqi.p„ Jay b-^ 

j^ccl, pr :_cill^ _ri_^i_ net" jo ll.1^-_c 1 to i 

"'Mr ---a r a,/t - .an j-^lieat dta^-'t j-of - n - i ' ]" i ^ 
Known to those skilled xn the art. 

c-i & r t oojM^f "at neir-M ne^aear- -~ o ) c tr, "t^c 

o" or^» c - -i i li-v, G> o :h "i i li-v - s - r:a3iu of 
the p'f- lit-r.v T .al ^f a -f-,r-" ]f-t,«\,rK <- ,t in, a n^o 
u_ lid .alexin j jL"LLa_ J .L.lli.y xs _nL^rprj^jd as 
ir;V"^r' = c " c t " or rr =3 irtw^r ' iry vat c i"-" c - crt 

.1 ac.i Cjiipij la _o a_ Lj cvcni. Lhc laLa. Giu (iCdSi.a. 
o~ t"M .\'.ip]^/iry of =j i^-twor-- - -, '"he •an^' "at neat--^ 
jia^a,„aj cir-.it1s aa 1 ^ii a > 1 n id/.aazp 
qs'sr^T 7=,b " --y =ivc 1 ai • ctcr tc ft- se ret rr 

an da iq i ' 1<- L o~ li^ert^t '\n f jp' r- ^ ae^r 
proLC clc.icT.b, 'Ji.i j^Luiic .ciy, '»aLt jlL nac Lca^_ 

:\crs c err r-ty, - ^ no c t i^ta^T 1 - t ^ i rpas c a > 
p_v. lafv ail . ie rra iiiu<- ir^t y a^^«<a._i - ed by a 
proDxem .oy addxng nxdden processing elements, Most 
i,.vapt c aaaatP 'at' the =a1di "a ' i of t-a;h -(-j? h a^- 
paxa./^p r^^nria nay ^a 1 1^: <5, tJ ; y r_ r^ 

a I" fo -he lr Irlir- tasks ->r an asai "it, re. 

ea<-^ r „vaja ^ fend e=ui c e rhe i^tvor-- fr 

conform to the characteristics or the "noise" of the 
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1-it-i -n i. - f ill f fh^ ii j t -n- -li^- t 

i. _i c_ Thx^ proj_ ji ; k 1^ 1 i j ^ii.a ij i 

i na j i I - a i e ^ - f- >- c - flrr 

Weight decay is a method of developing a neural 
-rtvor ^ cl -> filing i " n n r -c ft -at 

sacrificing the predictive power of a model. This 

[-Lil. i i-L-a..., oro _ic, . cf j^k _fh z tic 

i 1 f--ir f i - f-^ 1 rt < i h h ■- ~ iir ^u it- 
hidden processing elements. The method then involves 
tic f ttc 1 ->i iq -c ^cr -r- a ] i r f c j t n c rr C 
~ il -i ji", n^t^T vi hi / i I'-t jn 

^a v _cn_xn T _ ^ v_ i id.i £„^i±j_: ^n ncfi ^o 

is based are as follows: 1) When two models of 

^L, t _ .il c_ u LI _ -i o_c 1, and _) i cjsL 

^ i ft t " Hi-lr'^i iilexit i i ^"f h t -it t a 

i <: n o ig t _ ui i.w iJlii T i- i - _! _ _ ix i- i Y 
n in - c tl — - ] ict r ^ ' ori[l r /itv i 3 n st f ^o 

) - - n^a <- vi ^/f i <- t i iv. n tat ;i i. f t - r - 1 

_ ic o. _ nai t tl sf cxorc^s^s a ._no_ a 

of the information in the data and none of the noise 

i irf- n x_ni i j^n^x ilx_ i i J _„^t n 1 p^r„ it i <- 

The cost function is constructed by introducing a 
" if- 1. a ^ i" tj tr- t tm t i: furu-i i u - 1 t t^- r 
_ ic tic.iMv The cl:1 _ j cL_tt x_ o.agnc 1 to o I 
the model to ensure the network captures all important 
it. mit^n _ f- r i_ _ o f-1 i xt f t l tot 1 _ ji 1 i 

the noise or random characteristics of the training 

et ji-] t]i- - — pu ^ier hi n i 1, tl " t t - i k t f 
must consider not only prediction error but also the 
importance of the model weights, A combination of these 
v (. ri M^-wtf- hi 1-ef- t > - " it u t -it, 1 <-] 

[x xn_zcv ~z loLju..-^ cji^Jii.d T _c Lu _ i 
conventional gradient descent with this object-type 



f- i tri i t jn jf t " ^ h ff-im 
sumption about what constitutes inform 
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t e - <- \\\ I ll - 1 l-ir - t] ~ (- r t 

inding a satisfactory prior distribution involves 
xamination of the possibility that the weights wi 
assess a given distribution in the absence of de 



^1 ^ ^ (- in (- } trut ir i: i. <- < c 

P) J u l< „ i K i) r rat <=-<. h-^-x i j, _f i f- j _- j n <-, 



- > {target h - output k y + X\ - — ' / 

.2 1 -t* W f / W ( Equation 1 } 



-^r jft k ^ - tie -=ir-rt -i - - ~>d =3 1 
element k of the data set; 

^ \t\ t ^xpr^ r ^ n t~ ^ r t t - r tT r rn rt 

1 ^ ypr ^ ^ "T^ r~ ~i <-l"~ \ r ] rjritg ^ ^ ^ r r ; xt 

w expresses the weight set; 

/[ i'- t <=- _i ^ 1 i cii t i r 

t -/f e ^ r ^ i w r tri a i. i: - 1r ^ j~ i 
T ^ i ;i xjii 

^ r ^irt ""^rit ^ij^Td "ii t r <- irg re 

it- rie- r< j '-niiid ~ i t t <- <- c 1 f^rn i <=- i l~ 
the complexity of the network as a term of size, Whil 
Tit] n f iif it -il '^n t le h j ^ 

large weights decay slowly or not at all. 

« i i 1 if t ^ ie ti r 1 1 n ar 

similar weight decay techniques is that they do no 
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accurately replicate the intended prior 
Finding a satisfactory prior distribution 
is a. key element in creating an effect.lv 



1 -i ' - i i ~ tail- n- f 

problems. This is because the "priors" decay weights 
evenly for a given processing element without 
effectively distinguishing important weights (those 
containing more information) from unimportant weights 
(those containing less information } „ This frequently 
results in either 1) unwanted decaying of important 
weights and decrease in the power of the system to 
accommodate nonlinearity or 2) unwanted, retention of 
excess unimportant weights leading to overfitting. 

The present invention uses the following improved 
cost function to deal with these problems: 

^]& Jarmk ~ outputk )2 + ~ YT^f (Equation 2) 
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containing valuable information. As a result, weak 

±11 ri l^ri <- r±i cl il ^ 1 _ ^ ±n r ilL^i 

di r ^-^i r 1 ^ =3 , r^"^ ^ r a" Ian i i ^ r io 

-ir-ir- 1 } ±0^r-, i i ii— v. — ii _ r _ u l t 

are removed without loss or capacity for the 

v \ tat f <-<- f i or- k ^ h t ^ (- f-\ j^^^^n^ i < Y <-n 

-r _L1 -i - ± ^1 i"V 

^ t r r t in.tr i c-i at -I j -i. t j 

ir- el « i k, - 1 i ill 1 II jr-L 

id " r b =ir i n '^d ^1^1 t e ^1 

ef , ] 1 tn i ^ "tlr ^<-lr 1 r m j ie et" <- 

executed because decaying weights to 0 is frequently 
difficult . 

T " 1 1^ L « <. 1 ^ ^ z i~ ^11 j ca c l 

iata, tt^ d^ 1- ir tie "r^ r - ^ r -^ - l] 

lata fil- A r t u r -In, n K ^feii^ - <- 

1 »'r"'" i^_ c _i_r- 1 | iin -r di , v. LI r- 

n it - m If ^ - t tr 1 (_ t -1 k k ] j t 

i±±i _ , ^± f nd i ±± 1 j c T^ r z l 

^ p ^ i^i it a pia - f - t r ^ t r- ^ ^ <, 

} iLilir-ir-L lell a A^CPUIT ^ f 1- Z_ _ 

' -^xj. r =3 ritritr a i rt ^ i ibe i rr =i ] [] 

^rido ^ ^1 ' pi lie h i f- ^ 1 r- c ] f - t at 



Tl i±lc ir f i r L Ll r he jLI C 

le i t r r t ^ f "U i^- et » -i k - ^ hi) r- r . 



ASCII networ 
r nj. r ^ f d-^ri 
) ck r- { ! la 

-X - ;t t ^ - HY Ht 

is encouraged fr 



t a , t , 



> 1 



ill - O L - ± ^ flP; 

]nr -r a nd t 1 
i 1- it l-iii ^t <- 



characters for which 



tok? 

aj^o__aLion : 



" -n^ts o r 1-f ro r - -n" i - - pai t of tl 

^ e t rnt -i ) ir ]. n. ^ h a tfona 

description of the format. 

> [] - trt - i i ^h^ nil-]-, ^ j ; M tf 
r:; :atao".c srM ]r;>3, 



ct- =rn ~k--]\auf 
a c ^a id^re Vb,rev a 



P«p-i- e 1 ao r^c _r«o 

"t ap; rai ^ii c t. -^rt'onc; " 

O' Vt-r rw^-l: ^a^ i^.o 

l.s cu i . _^ ,_-_c CCi.l.f 



wit n 



rr -t=r t ^trb-tr 



It the value ot 



cluiL^Ls cr fields s^p^^l^. Lc 

r.ne proper sequence. 



InputSize 
Output Size 
cHidSlabs 
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HiddenSize 

]i idc _ - 

dli.lt- 

^ [ ir ] [ i^f-^ 

initweight 
i - ,n - -it^h 

r fid < 

Parml 

Parmz 

Pax m 3 

Parrn4 

Par:n5 

xLow 
s-ii j 

Iidl_ _ i 
4i 11*- a \ 

]i idc ->] 
C i p t <- _ i 

U ldc 

Hi i -^-t- 
QutputBeta 
Tolerance 



WcsUpdateFlag 



0 Linear-Output 

0 ActTblFlag 

1 StatsFlag 
1 Learn Flag 

] i - a -xan ; -r e i _ m 3d- l ~[\ =3 ^ r i [ t 

ai ^ 11 ai " arf , at tr^ r ^ r t ~ eleiv t ), \, > 

) e c <-} ii it f- v. <^ i in IN <-^. ir <- i<- j j^- _i 
-if t y ; c ttc of, 

, sta Format 

1 L1J Comnsnts 



sts 



c.^aL; i Repeated cSIab times 




la r t ti -h r inrKi 1^ f io 

a ^ tn^ tlr- t - ] la^ ^iai i ler ie 

L v. i l i Ll^ > i 1 I i lc ^ ^ 1 i 

-=3- if -n- =3-1 ^ - L - t M v x 

ie iilc _ c 1 likxit it + Y r 1 _1 1 ^ tl^ _li 

i (K k I - x x h i cFr -vi L L L c ~ 

]<=- mil-! it tate i 1 tat- u t t t~ 

i<- ^ ^ i T i i<- 1 ^ t (- x ai 

=3 r 1 ^ e tl tier ^ \ f " kr f r ] t r t ^ ^ i teld It^t 

^ ^ atf- ) a -i j~ a n i u e 

There must be cPe <state> values in a slab block. 



cSlab 

nSlab - SlablnMbpn 
cPelr; 
St s In [0] 
St. 53 In [I] 

i 1 ao - - =b ti 1 pn 

cPeTrn 

StsTrn [0] 

a.Lio - _^.3bl ^cto bj: i 



nSlab - SlabOutMbpn 

cPeOut 

StsOut [ 0 ] 

nSlab - SlabBiasMbpn 

cPeBias 

StsBias [0] 

nSlab - SlabStatMbpn 
cPeStat 
St s Stat [0] 
StsStat [I] 
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ScsStat [2] 



< Net Name > 

<cSIab> 

<nSlab> 

<IocaI> 



Fcic^^d l?^ t_nc- 



<- 1 -\ ^ t rnt It " ie - fr~ t- -nn-t 

^ - t ti 1 i -t , _ _ _ l ii m a n- 

ri-t api oai ":r3t -d^t mc - =3 "taid^r ao^K = f -ir 
jji e i i ] ^-i r ^ ^ <.r " h ^ t t fif- 1-]- inN if 
,ii z Ai^ K - _cca_ da^a :.,.cl _i _ ic Hi, Ti . 
i-ua -ri tl - " c r- s stc - - - 1=3 M--k-, - - t of 

t^- L_d^ 11- ^ 1 1 i il ^ i<=- _a j 

<nSlab> constitutes the siab number as defined in the 

X/ f 1 1 - 1 - f-X - ^ ^b- r^Y fi< lit]-'" ^ 

1 I 11 upatd t c r- jl ± u - 11- i 1 1 <-l f 

Lata = lu^ "or - s =ib -"l^ca ^n^it: it r s tl:r =3 i 

" -i <- n jl - ] ^ a r-^-eleivt f ^ 3^- < ^ l-^at,^ 

±_> ^n a_^^_ o_ d-L.jL.d Lj ^hc ccncn^ Lie 

"kI^s ni^t Y =3 ~ oj; =3r =3tc -^^oi -jp^^r q in tic i^c 

i<- e T lsr-i sr- in - tie run -r jl _a l_ > 

values in a siab block. 



nSlab - SiabKidOMbpn 
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2 cPe 

0 . 0 Lc.lH.idO [0] .Error 

0.0 LclHiclO[0] .Netlnp 

0 . G LclHidO [1] .Error 

0 , 0 LclHiciO [1] .Netlnp 

5 nSlab - SlabOutMbpn 

1 cPe 

0 . 0 LclOut [0] .Error 

0 . 0 LclOut [0] .Net Trip 

7 nSlab - SiabStaLMbpn 

3 cPe 

0 LclStat [0] .clter 

0.0 LclStat [0] .Sum 

0 LclStat [1] . citer 

0 . 0 LclStat [1] .Sum 

0 LclStat [2] .clter 

0 . 0 LclStat [2] . Sum 

^ an ~, t <- < i. - > -i- 

i) t ,}<- it, i fL^i _ , e-a ii^l 1 

ar J t up, c tf - i] in. p^3"0-s - -2 =ir =itc 

c eO - 1 h-^ p) <- il _ 1 i - 1 p^ hr'ic _ 

,wta Format 

File format-. Comment-. s 



wts 



<cClass> 



<nSlab> 
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i Repeated cClass times 



<nC.[.ass> ! 

<.c.icn> : 

rf 1^].-^] r t n~ 

wta and <NetName> must appear first. <NetName> is 
a ^aid^r-^ ^ or: at 01 a^r s ji r ^ i l^crcasr 
t. i ia c 1 _1 i ^ h- run <-r ^ ^a j _ i 

combinations that have weights stored in the file. The 

i: ^n-i ^-l: - ]£- ^i]^ i r l: 1 f- f " ~\ fi< i. 

^ i i ^i - [fv »<^g1 t _ n- _ Y T e r lei U t <=- 

r]33^ o o-t in -h^ r rrt ] ip^ " it l- =M 

r ,t t t<-<- - ]^ h ^ run , l^fi ie 1 ] - ^ 1r 

^±_^ l.la : lo :L_LlLc . ti _ s ^ ^nt _ i clc„_i ci 

TltlC X if - r tt C-T-ttltCtl- = I ^ r- c 

..rj.L r _o L_o_ t _ ^l^u_ t _ i„ iiJL ni. . be z 

e ^r-ite (- ^ ^--ir i " )f- [t ^-r ^ ^ <—-<-' 

shouia be clen number of <weight> values in a slab 

BiOCK . 

Example Comments 

wt s 

mbpn 

2 cClass 

2 nSlab - SlabHidGMbpn 

0 nClass - PeHidOMbpnFromPrev 

6 clcn 

0.0 WusHia0 1PE...O] [0] 

0.0 wtsH.idO[PE_0] [1] 

0,0 wtshidorpE 01 [2] 

0.0 wnsHiaOlPE...!] [0] 
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0.0 WtsHidOiPE.. .1] [1] 

0.0 Wt8HidO[PE„I] [2] 

5 nSIab - SlabOutMbpn 

0 nClass -- PeOutMbpnFromPrev 

3 clcn 

0 . 0 WtsOut [PE_0] [0] 
0,0 WtsOut [PE„0] [1] 
0.0 WtsOut [PE 0] [2] 

1 C r r^t =3 I C Ti =| - 1 =1 = Td = C = C =3 C 

"(\(- a a t " i. n^n i h! -iita t - 

c>_ lc t i--^ xi_,_ ^ L'. i-^_s, _ it x_ to _a_ , o_ 

= nd n-^ --tic t oi t - r - - illi-tr^tcr c c, 

[\<i) h t } ^ i)| t t fi~rf M^ier J 

| _c t _ t^_,__ i o^c cr.aL.o, Lru _o an 

s^orc-, fr^i] l^^riH i " i t —^d ua^rt oi 

1 nff _ o m x l<- i e_eri"i 1 <. _ v 1 f-n 
{i^aaj^ i a_l t C cviLcxt o_ a .1.-1 ^_ 
a It ]f- t -f U ]. i. <-t~n f r i f r ] l^-i 

Idl L t Ji T f ^ l If (.1 _ O l It f 1 

:1c rc t SO K^ds r iru^t tr=i sact ~ir -=t= a-r c stone 
1-it-i t-ji aMt-M -i I'ti, -i ] J ^n^ --e -i<- u-]. t - 

aat _c^.l^ ^.£i_:_ Lac t c 1^__^1 jo 1 jt ai o 
^ =3 t tiar =-ti-n u"irinorc, ttr "r^ isact r <- 

prf^f- ri x l<- \ f^^^i^n J z nj. t e 

lx^__ lOi o_ ai xt a i^.d.^.ru^ _o t rcJ j_l jl 
is able to flag transactions for which the threshold is 



efrif-ttrd -.t rif-t-f 
i i i a^_v xru 1 l aV xiii _ i i x ii 
dollar amount, date, time {and time ; 
^\ 1 i f ~ 1 - f ^ ] 1 if-l nrr 

credit (or balance), credit line, 



U~ at^r- ^ 



o'o^-, rerc M^t ' Kj-c-f- , a'o " ver ~ "-if or { f 
applicable ) . 

r.^tni^ oat- ~ir][ t <- Idtaoa^ „ V Oorna " y 
iaci.,oc jio-f^atn jn L~ _ io^.j/.-iij Jnc: btac-.s: 
] ) crc ~A ' -r n=;t- on aor .t ii; erst- one ; ) d^" or 
al_ .4 prcv'po, or de-rii.ipxi ra..^ ob _var. _a. t .x j. rwv^cn. 1 ' 

uzvs; . 11 1 j; a ^Jiiij iccuc. _on_„inncj 01L1 

:l^H,r b -V, t <- rr-i-^act or v-ff^-n of tbt- "^f-iip- o„f^ 

jp _ ..xx .u k a.. Tlx axixrai ^ ^I'^iuJ ion oa 1 

c is" oner nn^ y ■ c"irc^ rfi irin su-h ^ c ft- 
L'ln^r y ^ '\/V, tX & a^\-,nru "yea da-x f a'b t p- 
c ^ iry d„_j, Ti j oroi__c r j _or i_ z __..(_,__ r :l ji ^ n 1 
Iir-- r d=x=i =i c c n yf -h tbc transact r ^ parcr^ i^ =. 
r\ivniPi i„ ^[.iidi-ZPu .0 l .tau \; dv'Pidop rxt x.o . 

dj.cri, jo . jio [ A f prj_iic iccuc. ib pcixjd_-.i-.__v 

yodfp-e '''X.nia " y inrtryj pnplynaoj -11 ""n^dLt or" 
ror tne customer tor me perioa m question. 

ft Od.) Lv ^fir^; - ^ <- t * o-itd', 
l_ t_n„, o_ ic-di t_xx <y,/<apor, Th^ o r.„K.r„ „aiu 
processing flow or each of cnese variations will oe 
h e r e i n a f t e r described. 

^fc Jystcn. a. 1 -toys "be Tf irr- r - a oat -t 
c ^ c fp-n. Irr^dif or " —-a-- \^c=J f 1: ^jii j-lioir Hx c-y o- 
or vr M.ri dLi^ p^noa („4C_). A. t ^ K ru ,f ^a.. 1 or,, 
tic sy3-:r c/cc brs s-:j3 H rr> - j - o cac 

trroaa or. "a- ^ H^n rot-r <5 eafa f^-f op-,— b^'- a 

l jrit"L _ri..sad >i ;_4C_'>, J- ''___ 1 past _ri..sad >i 

d=rM, -is-ircr lata 3 o ofilc r=f-=, ; 404>. c =» c toi 
apai .ajpiie, Hi, o.J o .1- r„u_- 1 r«t »'o_k ;„4Ch) i ai 
prod_,_c a liau. .Ci>. (14UM, I_ _ic _iaio coio 
ex^^d, a rbtp-bKbe f fx r\r,»t <- -]aoov4 
(la-Or). A,;j;Jiriqlv, a; Hp b- 1 .a.a.twn, Hp 

rain t-or fc 'at^cb tic tiqbcs- ^ air srjrc la c oc- r 
drr/p,^ ra-rt be "Ar^^r 0 "t "^tP-f tbt- 

jlcc^.L _- i_„gjc 1 I'i^u^; at tlx crd cf .xj lay Lo 
rsir ic f rt n c fr^asact rr- arc ;o c S"f' , c. 1( b " c ft- 
..at r^ jVji ph 1^-,. k iauilit al p irinpo_,J „ owt„:i_ai ol 
a i_„Luulcn_ Ua .;.acn, L"_ u_ j oi .xj L„L_ii _y t>ax 



is unavoidable in some implementations in order to 
e n s u r e r e s d o n s e r; :i me . 

em <^ n<- t Jbil^- - -mi i^l t ne t~n 

actuated by a method identical to the batch system and 
]~C~ tf^ 3ai tr - c , -ns c o = = it^- t =t 

i ie hx _j i r<- i it l i i i<- t ^ it j^i m^ 

±j ii^ fj^ 1 It fhx_ ^..ei, - ^ J jvd _i 

b r , - ri e, t, ii)^ -iar lik-li i 1 

-/<m 1 <=- i^it-o ^ t itiif- _ it aft-.. 

tr=i isact ->r s a tT^f - = e 3 t rn;; - - "fi [ r !> 
tile r r tr "t-T 3 t Hu f > - ^ ie ^-a , t-n 

.Ilk x TZL li Lie Kiih^ 1 ^_ a.ix xs 

"Tr ac oi rt daorc r ( ~n^i ore ci t = n> ^ t r c 

rai l t j i -> r x ix o^>, hxle ^n^ i_ i jal 1 

j_:.cn a jin^a. aa ijcicL-ii _i jL jc _lc ci t _ 
t^i a rea t j x- t<H i f^uilitat^- ~ ie 1 i km j t " 

eal ii^ t^n ^ x^-\ t n<- t~n f- ^ itn ^ rt e<- 
to determine fraud likelihood prior to a transaction 
o^_i^ 3i LI cn.i.a_cl E.c.u.c _ Lie liii.aL.L 
i ^-t i re i-> uf- i -> t ^ t i if-, c -\ le^ltii^ 

, en _1 x jic^a i^p t h i<- nfp_ i li f- 

ac o-s cc 1- 3 li r in-^d cr r iel_, i i tr c 

^■11 ne t ^1] i t i - - i n-ti n it r j^- ^a ^ 

x u^inil n .aid j: a_ _ L_;i c.^aai dati iam 1 x a 

3i^g r -^r 3 ^t t c pr^" c 3ataoa3<~ c 0i f i r - 

i j! i ;d ^ t x je vi be an v i jit l i i a t ^ a a 

lx _lil_x la I a £x_or ^ nuai.^o _ i_ aa ajcl a 

\\r t ) t t <-! t e enei t ^ i i ix 1 -ft- 

-ii r i i i t i 1^ a v j 3^ i - 1 1 - 

i^oi re 3 = "a c l^r^-3^- n pl^~>, ^=1- = rn c = 

i jin <m in t] <- , t-n t -\ ii "h^ Ini h i en 
real-time schemes. In order to keep the profile 
d=it=M=rc SQt cure t oro" c re oo =i c e =te = ft 
each transaction using moving averages where 
applicable. 
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for authentication of a transaction is received from a 

[ _rc i L iL 2 , L c j_ :Lcn lloi o_ol_^c c t_ n 

c n- nan to =3tt i c of t - 'tn =3 c 

iruar „zr-t ^ j 4 a it - ai i it i 1 t <- lit-i 1 

_r imicl >i _tC. ■ Tic L ji t j ao __c _ Ll__ ^dL. 

t e <-f i ~ 1 nni if-t tr} n x - i 1 • 0 n ^ nan 

nain t oi > - ir-^cc =j ^ cru = cr to =3 t ms o o 
<]->0~ -ey -> 0 1 tr ]mr „ ^ ^ „ rr 

_rii;ac1 >i o utlcin^^.d _nd . lc^icI. t-^ > - 

n=in s-o c ^n c s rt ai =3 tint ^ " n t. 3_ stcn 

1 u 1 i 1 it- t _ n x i i _ i i >, t 1 

_ntn_ 1 ."1 )i ._ ^ , n i _i _ i_ L _dold ia_ Lcn 

v ^f- t -It- t re 1r w i i - (- ^ - \ s - ^ r 

fraud score is sent to the authentication system 
i 1 j'V } i2 tv3"cn "t^t uj; Jan s t io "ns^ncr jir- 
lata ;a r- -> -i t - ~ ie \<- n ^ i T-it t r ata 1 -> 

c_n^ _^ ^ t L _i l, L c ,aLdl^. 2 v, 

is ^^itmn _ i -^atro t t c ^tcl =3 ^ n:n -i = - 

XTle el: in _ i pre _„ J _f i 1 i i n e t U< _ o ai 

only Periodically) , 

FIG. 12 shows a method for creating a profile 
r__n_, The _>_ oLcn c cit-^j fi _ _ .cp^ of ^hxj tot lo 
t ] - (- i ] ^xi t r rt ~ " re m. f n tl - 
customer. The system reads a past transaction database 
] 1 0 1 ~n oact s noi tl r m ] = "u"^r:r ]atctc:n 

11 10 ^ [ 1 I2u ^ jnm e r- , , ten 

f_ .rite a c ^ ji _c^_d (l_Un ^_ ^ _ ,iU 

produced and saves this in a profile database (1205). 

I_ tlm^ id i_ un tr }- e pr r- e r ti^'lij) tl- 

bteps izOz to 1205 are reoeateo. 

FIG. 13 shows a method for updating an existing 
profile record. The system reads the past transaction 
database 1101 for the past six months, the customer 
lit m e , i 1)1 ._X„e li x jA r- ^teO _ _, 

1-0-, and 1-U- -CjI-l-^ i T c L _i i .orw.i _S ti _ 

lata it a r - n M earn - i) tl - 

profile database. This value is generated employing one 



or two formulae. 

Equation 3 is employed for variables that express 
i) i c- a^r~ ^^Ti f ie i f 1 ^/ai i 



at j] ^ rj. U , ^ ~ r w j t at ex re 

i i in n _i - i f-i_tf jf 1 i„ r f-xai kup, 

highest monthly balance) : 

e I ^ jID ii/ iif-i [ I y ltrrr_Dit i 

{Equation 4) 

In Equations 3 and 4 : 

newProf Data denotes a new value for a profile variable; 

oldProfData denotes an old value of the (profile) 
variable ; 

carrentVal denotes the most recent value of the 
variable from a past transaction database; and 

a and b denote decay factors used to give more 
importance to recent months and less importance to past 
months . 

The value of b is set so that older data decay at 
i '-irL _r _ ^ r- ,o+ i_ _i ^ f > r >' 

r -lue r - - i T^n- a^^i r " ie f > 1 hi] -\ 
: i jdf 1 in -ii i^ii Uif- , m , _ M l 

value at which the effect of the value of the period 
i \<- - w ) a/ i ] \ i <- it ^ ru ] "-^ j 

I n i ^„t- tl hie jf-fi _n ^ f- 1j. le-a t r / 

t s tt io o^ a i" ~ o- at } ^i ^ n 

H r ^ ^ f^ ^ ^r-HT e-- ] i i r - - ] 
_ ic iinL^ ^_ luiiJn _ic. o_of±lc as _ ^ 1 Ii 

tic ca -"i r ^ r /tni p "th ior=tc d^ iot r cr ir =t 
I'-i udi _i ^_ i <- i_c rn ji , i i<- -iru e> 

employing the following equation: 
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a. = 1-exp (-t/T) (Equation 5} 

nere, .i.r; tms equation: 

1<-n ft- f rie ^ i - ~rr f ^r 1 -- - 1 n ^nr 

the last transaction; and 

[ - ra otc- a t --i3- =3 it -ri tic -p—i^ic ^ ai =3 1 

Furthermore, the cur rent Vai of the real-time 
jiS-cn i-prc-c t t c =3 r h -riaolc - 3-1 n=itc- 

employing only information related to the current 
transaction and the time since the last transaction 
'itif t r<-f ■—-'-n ^ ~ -i ) > ft t ^ i ^ i -f in-t r 

When the new values for the profile variables have 
been generated they are placed in an updated profile 
record (1305) and saved in the profile database (1306). 

I~ U r_[a_ .c^un,. Ll l_ [i.e.: ci (l.U ), Lie 

svstem reseats Steps leuz to uia;. 

I ail ^_ Jic ci ^dr i c L a [ i^- ruc^s^-ig 
y r) i^- < - ](- tur^t na - t n t ^t - -it ft- 

t. i trier r <. ^ _i i r^ 1 fH iiidj-e 

experientrally determined to be effective predictors of 
'tai [ 3i i t r ^ j ^ t tv ^rj t , t ^ ,aiif- t i <- 

ai^ Lie .anc f - ;iid~. ,ia^ _d ^iJk, a^sjcr^cl _L1 
- ie f- ra i ~t k uai i r a ^ ~ 1 r ^ 1 -* *- 

FlGs. i / to ly aire rlowcnarts snowma the 
act 3at o =3 prr;nr^ aror- u rt r - -3 tr^isacf ^1 

r 1: r (. (- -1-11^3- <- f r 3 i ^ f -3^ 1 

elements of the flowchart are denoted by symbols that 
correspond to module names. 

FIG. 17 shows the overall actuation of the 

uar^ t 01 pr-ro-s -rfit c t -1-i-a- 0/ rst, 

i<-- v Ipii a - l nxnP in?:: _ „ ill 1 „ 

r i_^_a_^_ -S _ ic nc _ ^r v Jt _ucui. Lhc 2^ sfen 

uses current transaction activity data, data that 



<. i tat- t <- 
a preferred 
r p- i- n 



b- , 



be 



e describe 
No . 0 7 /' 8 1 

~t « 1 I H 1 ZXOir-Lt t-i Fu if 1 L_^t 

Levey filed December 30, 1991 is used, 

^ p - t f <. 1 1 <. r t t~ 1 ] — - 



i e ai ^ " sll me ] 
-r\ jt -ir i- allocate and initi 



_ t _ n ilj i t< i , _i itializes the ne 
structures . 



iterates the neural networs. 
Function name: SCORE;; 

:^,— -ot : C^-f-iat^-, f-aid re" -tt-r" -7dt i 
.in ic^u j£^->^1 v^.dLl^ 4 k; nahe, r^l^ 
i.i„_a ^ t„c ^t -dye a~c _LcroLc t-^ 



element in the input layer . 



Description: Finds the three 
the score. 



<- r l _ t ^ ii 1^ _ a i I to release the 

rtetworK structures. 



>cc ~>t t ;a3<-s t c r t«rork structures . 



Description: Contains the cardholder profile creation 
code . 

Function name: createpf { ) 

:^,— -ot ^n : ' i^rf 1 ~\ iv ofi 1^ rer ere 
Cdicl"L_cc_ „s^.i t~^ ^ll'coi.s rijiJi'_ onJiciauLu . 
ana cardnoider data. 



Do sli ^pl n . 



sites a profile 



aLL.pl , ) 



Ld"L_c.c_ „s~i t~^ ll'coi.s njiJi'_ 'jidicn^iLjL-L 
-) dhcld^r d^" c= vjr " =, ^ p T .-,^ or c or of " c ir C r 



File name: CCOMMON 

e i. ot n ] hi nl^- if tin n i 1:^0 red 

it ^"vi c t t ^i ll^ 1^" _ f 1 l ci I d n v 
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Function name: accumMiscCnts { ) 
c r t rerKit ^ ui - -^-pes of counters 

t or t r ^ a r in rf r ( 
_e _ a I ifr-if- t x i le counters. 

^ t e i n i ^ in- irf r li 

SIC variable 

counter s „ 

L^oi n ic a£ lit ~ tlr T q i j 
f- jt r 1-i ^ t ^ " " r file variables. 

1 _ ji i r i± fL m jP rixlc i ) 

record after they have been calculated, 



ot -n -t - ul i i date to a date 

i i uat nuirei a <- i ^ n nary 1st, 1990. 

- t e i n i - ii 1 1 

D<- _ t _ n le-c _a x a "i ii m- >. ix Kf" ^^ae 

£ ^r_c in i C 1 j aL bv a blanx cnaracter 

il ^ tr ii n ^ r n-ii' -re r^ r r ^- Q 

lit. _t ^ If L^i. 1 Jll 1 C IX 1J A oil-.' 

j -N r C r- 1 -[ f i]r \ r- ^ q 3 y ] r - S " p _ 



Cascaae Operation 

i <=- nM x _ ->_ „ik_ i xnof * <- 1 (a. nu <=- 
invoives employment of a "cascade" operation. In a 

r ^ i. a ^ f-tat jl lif - t 11 t e ie l a et «r k ] ir ^ 

x is T l- ^ n1 e _ _ n- i i i i-i _ „ns 1 
=3 r-d^l r e -]-pr-r --ti -i-i--t t Mil m tt sai if 

-i (- 1-1 a j ^ ^ f ^h*- t mi i| vr t 

second model the model development cone 
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20 u^fi ur\- fh^t- ti-r^ - i:,ir- fir -5- ''-\v "I a, t i"urf- 
uOL^t 3 jd,v:rj^ n L^ ^icclj l n rc i j_u c ^ ucLcrn^i ad 
v p ]f cop k "im fo t c fii c t rcu "1 r> tv T c t nrr> . 
J'/\ra_..'^v, 1 'e ^v^ix rioow- oip^_up„ o^t; 1 ' .j: ^oh 
bLOicc, _r a..sac1 >i _ oi _noro^cu i.ci^.xv , 2?iiia LLc L/j 

v'dii io^p„, c^iie_erK -/ar _ lo^p 2 ^ ...r^ ir^qir- k lv l^ax. ir 
r.ne two nooels . 

FIC. ^.C J\;v, - ii,.-':hdr ^ I it a..U.ai _jr oi 
transact t r rcrs c r o cins'i'" irr f > i i> r " 1 '1 a 
i-d>f h'Ik; "^t-pf, Ki' c r r - p- ti r?r " - •"-ion ).-rcr e<- - c 
l j./jL_Ljli t clc.ica. 2 '2 ^cj:j. :uc. L.;il„c.u.i _nc 
-if ""irs" roda" -700 ) =i c da c cr ,xr aor». . he 
rd.i<^ fl 'ii a ..^or« ^x^e^.. f s l i.,p ^a.," io« 

..ilcs.^j ',2 'C. ) die „ipiit 1 3 c_o~o .icaa_ .ubn 
1 ' e^- ''02-5- . he r,'?t-tn ^t.-t-- ^ri^-, -p\^ t^.-,^- 
t'M-^ i_om ^_t ^er ___<51 vrd-,. i_0U4) or he .-uic 

moael ;2u06) as appropriate. 

Tne aDove-aescraibed cascacinq technique may oe 
:xod"c.cc. _c liuljd: Ji: jc or no_c .,c„La_ acbti]. .k.u 

Performance Monitor 

The system periodically monitors its performance 
oj^^ on 1 _i ^rcnci L ^ )_i^„(jic^ ncL^i^ ~ o j j 
^ le t^ill ete f A I -i" <- -nl t e f-1 <- j<- f rat<- 

'—"L j_ ic f 1 11 i _ t ^ n i , (- x k l r it ~r ^11 

"ir f 1 f r i icp r^nc ifrn ft [crrir^ic ncti c 

a 1 <-~\ » -a i pp-pi n ip [pi -nn-11 ~ p- ~ tl 
j_:.cn ±^ ao^c _^ c^ll c_ ~ _o_n _ i. 1 z ~~ L it 
1 ^ r rone it ^ tic frail nor c 1 s ^ jui ad o it - = ] 
1 at mat _ npi-i-i 1 <- n x ~_ ^ - -i j. t e t 

t i- -rp = " f c -c-c a C -n tl =t t c 

1 i e t t la 1^1 r - - n p e - 1 ^ -it 

.cL_ c method .cLc.L.i _ i„ udai „ 1 L a _ oi 

c is- oner aco^tc =3 ^ a cr t ^1 1 ihc ^ , err t^ct ^ ol 
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^ e f it i -it^ i: (- at i - "i.rKi r 

dr c : _li Ix^-lS-.s i^L o,: ail ^rb^lxi^aL: Lie 
|K3f ^t r^n^i^T t = t -"- o n r ^ " ^ait c 
l^r^t^ ^ 1 ^ t j 1 , li < J _„^f i t xi ih- 

art, the invention may i3e embodied in many other 
->\ ^' " f t] ju- r irt r -i n th^ i t in- 

essential characteristics thereof. For example, other 
I k ] ct c r^doli c -^^htn^]^3 t nd ir ci a is-- ri ks 
tm> 1- >u ^b^-i: r ie ^b- a -1 rn, I - -i. 

for both the model development constituent elements and 

"HI dlt U J- - 1 l 7 i. r t tH]f -]"|MH 

Accordingly, the disclosure of the present 

1 1 - t O - 1 tr-cr tr or ]1 Stiat Of tic 

pif-.-f-LLir' <- i > ^me 1 i r i j t l f f c li ii 1 li- 

scope of the invention. The scope of the invention is 



[FIG. 1] 

106 FINANCE INSTITUTION DATA FACILITY 
10 5 DATA NETWORK 
10 2 RAM 

103 DATA STORAGE REGION 
101 CPU 

10 7 PROGRAM STORAGE REGION 

104 OUTPUT DEVICE 

[FIG. 2] 

FALCON MONITOR 
CUTOFF SCORE 
NO. OF ACCOUNTS EXCEEDING CUTOFF SCORE 

ANALYST LOADING 

FLAG 

TIME 
FRAUD SCORE 
OK HELP 



[FIG. 3] 



ACCOUNT SELECTION 

SCORE ACCOUNT 

ESTIMATE LIMIT 

OK HELP 



ACCOUNT SCORE 



REASON 

1 DOUBT REGARDING APPROVE/DECLINE PATTERN 

2 DOUBT REGARDING RECENT TRANSACTION RATE 

3 DOUBT REGARDING PAST TRANSACTION ACTIVITY 
CURRENT DATA AND MOST RECENT 7-DAY PERIOD 

AUTHENTICATION RECORD 



LATEST 6-MONTH PERIOD 
OK HELP 



[FIG. 5] 

CARDHOLDER 



INFORMATION 



ACCOUNT 
NAME 1 
NAME 2 

PREFERRED CONTACT TIME 
TELEPHONE NO. 
DIAL HOME 
DIAL WORK 1 
DIAL WORK 2 

ADDRESS 
ADDRESS 1 
ADDRESS 2 
CITY 

STATE ZIP CODE 

SET 



OK 



HELP 



[FIG. 6] 



SET 

NO CONTACT ; JUST CALL MADE CLAIM CONFIRMED BY CUSTOMER 

NO CONTACT; MESSAGE LEFT CLAIM DENIED BY CUSTOMER 

CLAIM UNCONFIRMED BY CUSTOMER 




CUSTOMER DENIES ALL CLAIMS MADE ON 22/3/92 
OK CANCEL HELP 



[FIG. 7] 

701 TRAINING NETWORK MODEL EMPLOYING PAST DATA 
70 2 STORING NETWORK MODEL 

70 3 OBTAINING DATA FOR CURRENT TRANSACTION 

704 APPLICATION OF NETWORK MODEL TO CURRENT TRANSACTION 

705 OUTPUTTING RESULT 



[FIG. 8] 

80 4 PAST DATA 

801 MODEL DEVELOPMENT 

802 TRANSACTION PROCESSING 
FEED INPUT DATA 
CONSTRUCTION OF MODEL 
RESULT FROM MODEL 

FRAUD SCORE AND REASON CODE 

CREATION OR UPDATING OF PROFILE 

10 8 NEURAL NETWORK 

80 5 CURRENT TRANSACTION DATA 

808 CUSTOMER DATA (CONTAINING PROFILE) 

80 7 OUTPUT 



[FIG. 9] 

903 TRANSMISSION FUNCTION 



[FIG. 10] 



[FIG. 11] 

1101 PAST TRANSACTION DATABASE 

1102 FRAUD DATABASE 

1103 CUSTOMER DATABASE 
1111 PROFILE RECORD 

1116 1-DAY ACCOUNT VARIABLE 



1119 7-DAY ACCOUNT VARIABLE 

1121 modln2 DATA SET 

1123 SCALED modln2 DATA SET 



[FIG. 12] 

1201 START 

1202 READING PAST TRANSACTION DATABASE 

1203 READING CUSTOMER DATABASE 

1204 CREATING NEW PROFILE RECORD 

1205 SAVING NEW PROFILE RECORD IN PROFILE DATABASE 

1206 ACCOUNTS STILL REMAINING? 

1207 END 



[FIG. 13] 

1301 START 

1302 READING PAST TRANSACTION DATABASE 

1303 READING CUSTOMER DATABASE 

1304 READING RECORD FROM PROFILE DATABASE 

1305 CREATING UPDATED PROFILE RECORD 

1306 SAVING UPDATED PROFILE RECORD IN PROFILE DATABASE 

1307 ACCOUNTS STILL REMAINING? 

1308 END 



[FIG. 14] 

1401 START 

1402 STORING OF 1-DAY OF TRANSACTIONS 

1403 OBTAINING CURRENT TRANSACTION DATA 

1404 OBTAINING PAST TRANSACTION DATA, CUSTOMER DATA AND PROFILE 
DATA 

1405 APPLICATION OF DATA TO NEURAL NETWORK 

14 06 OBTAINING FRAUD SCORE FROM NEURAL NETWORK 

1407 FRAUD SCORE > THRESHOLD? 

1408 ACCOUNT FLAGGED 

1409 END 



[FIG. 15] 

1501 START 

1502 MERCHANT REQUESTS AUTHENTICATION 

1503 TRANSACTION AUTHENTICATED WHEN ACCOUNT STILL NOT FLAGGED 

1504 OBTAINING CURRENT TRANSACTION DATA 

1505 OBTAINING PAST TRANSACTION DATA, CUSTOMER DATA AND PROFILE 
DATA 

1506 APPLICATION OF DATA TO NEURAL NETWORK 

150 7 OBTAINING FRAUD SCORE FROM NEURAL NETWORK 

1508 FRAUD SCORE > THRESHOLD? 

1509 ACCOUNT FLAGGED 

1510 END 



[FIG. 16] 

1601 START 

1602 AUTHENTICATION REQUESTED BY MERCHANT 

1603 CURRENT TRANSACTION DATA OBTAINED 
16 04 PROFILE DATA OBTAINED 

1605 DATA APPLIED TO NEURAL NETWORK 

1606 FRAUD SCORE OBTAINED FROM NEURAL NETWORK 

1607 FRAUD SCORE > THRESHOLD? 

1608 SIGNAL INDICATING HIGH FRAUD SCORE SENT TO AUTHENTICATION 
SYSTEM AND ACCOUNT FLAGGED 

1609 SIGNAL INDICATING LOW FRAUD SCORE SENT TO AUTHENTICATION 
SYSTEM 

1610 PROFILE DATA UPDATED 

1611 END 



[FIG. 17] 

1701 START 

1704 ACCOUNTS STILL REMAINING? 



1706 END 



[FIG. 18] 

1801 START 

1802 CURRENT TRANSACTION DATA OBTAINED 

1803 OTHER TRANSACTION DATA FOR PAST 7 DAYS OBTAINED 

1804 RECORD OBTAINED FROM PROFILE DATABASE 

1805 CUSTOMER DATA OBTAINED 

1806 FRAUD RELATED VARIABLES CREATED 

1807 DeployNet EXECUTED 

18 08 SCORE AND REASON CODE OUTPUT 

1809 END 



[FIG. 19] 

1901 START 

1902 FRAUD-RELATED VARIABLES SCALED 

1903 INPUT LAYER OF NEURAL NETWORK INITIALIZED 

1904 GENERATION OF SCORES AND REASON CODES ITERATED IN NETWORK 

1905 END 



[FIG. 20] 

2001 START 

2002 TRANSACTION SCORES ASSIGNED EMPLOYING FIRST MODEL 

2003 SCORE > CASCADE THRESHOLD? 

2004 OUTPUT OF SCORES AND REASONS FROM FIRST MODEL 

2005 TRANSACTION SCORES ASSIGNED EMPLOYING SECOND MODEL 

2006 OUTPUT OF SCORES AND REASONS FROM SECOND MODEL 

2007 END 



[FIG. 



21] 



I CURE 




FIGURE 2 



—I mm& 



886 5403173602031 735 
889 5434743400847434 
895 5467884700678847 
898 4446833257468332 
893 54220238B3220236 
902 44 t 9793403 197934 
902 440137750! 01 3775 
90S 4413703002137030 
91 1 4406383653063836 
916 4402489633024796 
927 3446281200462812 

532 5403173602031735 

533 5430354200303542 
935 4400021016000210 
943 4412540900125109 

964 5400177953001779 

965 5419472700194727 




^966^440061 30W3CS13IT^3 


968 5400004602000C)4o^ 

988 5403215301032153 

993 5440625003405250 

994 5426838600268366 





f OK [ ^Jir-J | 



FIGURE 3 



[04] 



»g [ 44D06 130000061301 ga j Sandra Simpson 



2 [jftMftfejiittcigl^u" 



3 I i§3£03>.»l<7g)g»t-$>U 



mgi &a b# nn mm& sic ^xwgs^- m 



ME 22,10 920320 111856 10.00 1000.00 5399 0.00 
ME 29.95 920320 112737 32.00 1000.00 5399 0.00 
ME 25.30 920321 235944 61.00 1000.00 5812 0.00 
WE 23.04 920322 3624 51.00 1000.00 5331 0.00 
MD 54.00 920322 142607 86.00 1000.00 5331 0.00 
MD 54.00 920322 142758 86.0C 1000.00 5311 0.00 



MD 10.35 920217 224749 127.00 1000.00 5942 0.00 
MA 50.00 920222 230825 685.00 1000.00 5541 0.00 
MA 69.27 920223 444S 635.00 1003.00 5812 O.OO 
MA 10.35 920223 5800 566.00 1000.00 5942 0.00 
MA 25.37 920224 202441 556.00 1000.00 5499 0.00 
MA 254.70 920229 4803 507.00 1000.00 5399 0.00 



_2LJ L 



FIGURE 4 



— I _ ft - KBrggSffi 

M 7? [44006150000061301- 





Sondro 


Simpson 


*f»2 


Joseph 


Simpson 



10 pm 



j ftg [612-345- 6328" 



[fflrtj *mft I |612-635-2348~ 
F^l B»* 2 j 61 2-325-6723 



f [915 No. Arihgion [ 

r 



^Sffj ) Minneapolis 



] flgHjg^j 55402" 



FIGURE 5 



FIGURE 6 



I CURE 



IE 9] 




FIGURE $ 



E01O] 




FIGURE 10 



[mil] 




[Hi 2] 




EH 14] 




F* I O T_T K E 14 



[0 1 51 





O U R E 17 



FIGURE 18 




K I O I. J .TR E 1 



[02 01 




F IG II R E 2 O 



ill 2 i] 



Record Length»784 
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